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前言  

本標準係依據 2022 年 11 月發行之第 3 版 ISO/IEC 27559，不變更技術內容，制定成

為中華民國國家標準者。  

本標準係依標準法之規定，經國家標準審查委員會審定，由主管機關公布之中華民

國國家標準。  

依標準法第四條之規定，國家標準採自願性方式實施。但經各該目的事業主管機關

引用全部或部分內容為法規者，從其規定。  

本標準並未建議所有安全事項，使用本標準前應適當建立相關維護安全與健康作業，

並且遵守相關法規之規定。  

本標準之部分內容，可能涉及專利權、商標權與著作權，主管機關及標準專責機關

不負責任何或所有此類專利權、商標權與著作權之鑑別。  
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簡介  

Introduct ion  

去識別化係一種潛在手段，其以不識別之方式，或以不以其他方式危害個人隱私或

個人群組隱私的方式，促進個人可識別資訊 (PII)之使用。適切使用去識別化技術，

可支援對法規要求事項及相關隱私原則之遵循性。然而，本標準中使用之用語〝資

料當事人〞較〝 PII  當事人〞更廣義，例：〝資料當事人〞包括組織及電腦。  

De-ident if icat ion i s  one potent ia l  means for  faci l i ta t ing  the use  of  personally  ident if iable  

information  (PII )  in  a  way that  does not  ident ify  or  otherwise compromise the pr ivacy  of  

an indiv idual  or  a  group of  indiv iduals.  The appropri ate  use of  de - iden tif ica t ion  

techniques can  support  compliance  wi th  regula tory requ irements and re levan t  pr ivacy 

pr incip les.  However ,  the term “data pr incipal〞  used  in  th is  document i s  broader  than  

“PII  pr inc ipa l〞  and,  fo r  example,  inc ludes organiza tions a nd  computers .  

於幾乎所有情況下，去識別化至少要求評估個人或群組可獲取之額外資訊，此等資

訊可能不適切揭示或暴露 PII  (無論資料當事人是否遭蓄意識別，此等個人或群組皆

稱為對手 )，並要求評估對手如何將此等資訊結合，從而揭示或暴露 PII。簡而言之，

去識別化要求評估資料提供予資料接收者之環境及情況。此考量對手可獲取何等額

外資訊、攻擊之可能性及重新識別的動機。去識別化亦要求對資料進行評估。此判

定對手如何能利用可獲得之額外資訊，揭示或暴露 PII，以及藉由自身或推論攻擊，

進行重新識別或身分揭露的可能性。  

In  almost  al l  cases de - ident if ica t ion requires,  a t  the very leas t ,  an evalua tion of  the  

addit iona l  informat ion available  to  an ind ividual  or  group that  can inappropriately  reveal  

or  uncover  PII  (which i s  referred to  as an adversary,  whether  a  da ta pr incipal  i s  iden ti f ied  

inten tional ly  or  no t) ,  and how they can combine i t  to  reveal  or  uncover  PII .  In  short ,  de -

ident if ica t ion requires  an assessment of  the env i ronment and the circumstances  in  which  

the da ta are made ava ilable to  data  rec ipients.  Th is considers what addi t ional  informat ion  

is  ava ilable  to  an adversary and the  poss ibi l i ty  o f  at tacks and motivat ion  to  re - iden ti fy .  

De-ident if icat ion a lso requires an assessment of  the data.  This de termines how the  

addit iona l  informat ion available  to  an adversary can b e used  to  revea l  or  uncover  PII  and  

the possib il i ty  of  re - iden tif ica t ion,  or  iden ti ty  disclosure,  by i t se lf  or  at tacks  of  inference .  

本標準向組織提供實作框架，用以治理 CNS 20889 中所述之資料去識別化技術的適

切使用。此去識別化框架，可套用於資料生命週期之所有階段：從設計資料蒐集方

法、該資料的內部重新使用、向外部合作夥伴提供資料，或歸檔。因此，資料接收

者可能係資料保管者之內部人員，或外部人員，資料保管者依此去識別化框架，實

作程序及實務作法。如圖 1(a)所示，使用及重新使用意味著保管者於向內部部門或

職能群組，提供經去識別化資料之同時，仍對其維持監督。圖 1(b)顯示外部分享，

其意味著保管者對經去識別化資料維持監督，同時將其提供予外部資料接收者 (例：

透過虛擬存取入口網站或實體資料中心 )。圖 1(c)顯示外部發布，其意味著保管者將

經去識別化資料之監督，移交予外部資料接收者。於此等情況之各情況下，去識別
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化過程本身，可轉移予第三方，與保管者或接收者分開。與接收者之書面協議，依

適用法律，判定去識別化後能使用所提供資料的方式。  

This document provides  organiza tions with  an implementa t ion framework to  govern the  

appropria te  use of  data de - iden tif ica t ion techniques descr ibed in  ISO/IEC 20889.  This  

de- iden tif ica t ion framework can be app lied at  any point  in  the data  l i fecycle:  f rom 

designing the means of  data col lec t ion,  the in terna l  reuse of  tha t  da ta,  making data 

avai lable to  ex ternal  par tners,  or  arch iva l .  The data rec ipients can therefore be interna l  

or  external  to  the da ta  custodian tha t  is  implement ing proc edures and pract ices in  

accordance wi th  this de - ident if ica t ion f ramework.  As shown in  Figure 1  a) ,  use and reuse 

impl ies the custodian maintains oversigh t  over  the de - ident if ied data whi le  making i t  

avai lable to  an  in terna l  depar tment or  funct ional  group.  Figure  1  b)  shows ex terna l  

shar ing,  which impl ies the custod ian main ta ins  overs ight  over  the de - ident if ied da ta  

whi le  making  i t  ava ilab le to  an  externa l  data  recip ient  (e .g .  through  a  vir tua l  access  

portal ,  or  a  physical  da ta centre) .  F igure  1  c)  shows ex t erna l  release,  which implies  the 

custodian  transfers oversigh t  over  the de - iden tif ied da ta  to  an ex ternal  data rec ipient .  In  

each of  these cases,  the  process of  de - ident if icat ion i t se lf  can be transferred to  a  th ird  

par ty ,  separa te  f rom the  custodian or  re cip ien t .  Writ ten agreements wi th  the rec ipient  

determine  how data  made available af ter  de - identif icat ion can be used ,  in  accordance  

with  appl icable  laws.  

 

圖 1 資料可用性  

Figure 1  − Data avai lab i l i ty  
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圖 1 中之英中對照  

Custod ian  保管者  

De-ident if icat ion  去識別化  

Data ava ilable  資料提供  

Data recip ient  資料接收者  

a)  Use and reuse  (a)  使用及重新使用  

b)  External  shar ing  (b)  外部分享  

c)  Externa l  re lease  (c)  外部發布  
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1.  適用範圍  

1  Scope  

本標準提供框架，用於識別及緩解重新識別風險，以及與經去識別化資料生命週

期相關聯之風險。  

This document provides a  f ramework for  iden tifying and mit iga ting re - identif icat ion 

r isks and r i sks assoc ia ted wi th  the l i fecycle of  de - iden tif ied data .  

本標準適用於所有型式與規模之組織，包括公開發行公司及私有公司、政府機關

(構 )與非營利組織，其係代表控制者的 PII 控制者或 PII 處理者，針對隱私之增強

目的，實作資料去識別化過程。  

This document i s  app licable to  al l  types and sizes of  o rgan iza tions,  including public  

and pr iva te companies ,  government ent i t ies,  and  not -for-prof i t  o rgan iza t ions,  tha t  are  

PII  con trol ler s or  PII  processors act ing on a control ler ’s behalf ,  implementing data 

de- iden tif ica t ion  processes for  pr ivacy enhancing purposes.  

2.  引用標準  

2  Normative references  

下列標準因本標準所引用，成為本標準之一部分。下列引用標準適用最新版 (包括

補充增修 )。   

The fo llowing  documents are  referred  to  in  the  text  in  such a  way tha t  some or  a l l  of  

their  con ten t  const i tu tes  requirements of  this  document.  For  da ted references,  only  

the ed it ion ci ted app lies .  For  undated references ,  the lates t  edi t ion of  the referenced  

document ( inc luding  any amendments)  app lies .  

CNS 20889  隱私增強資料去識別化術語與技術分類  

CNS 27000  資訊技術－安全技術－資訊安全管理系統－概觀及詞彙  

CNS 29100  資訊技術－安全技術－隱私框架  

CNS 31000  風險管理－指導綱要  

ISO/IEC 27000,  In formation technology  − Securi ty  techniques  − Informat ion secur i ty  

management systems  − Overview and vocabulary  

ISO/IEC 29100,  Information technology  − Securi ty  techniques  − Privacy framework  

ISO/IEC 20889 ,  Pr ivacy enhancing da ta de - iden tif ica t ion  termino logy and  

classif ica t ion  of  techniques  

ISO 31000 ,  Risk Management  − Guide lines  

3.  用語及定義  

3  Terms and definit ions  

CNS 20889、 CNS 27000、 CNS 29100、 CNS 31000 所規定及下列用語及定義適用

於本標準。  

For  the purposes  of  this document,  the terms and  def in i t ions given in  ISO/IEC 27000,  

ISO/IEC 29100,  ISO/IEC 20889,  ISO 31000 and  the fo l lowing apply.  

ISO 及 IEC 於下列網址維護用於標準化之辭彙資料庫：  

－  ISO 線上瀏覽平台：可於 https: / /www.iso.org/obp 取得。  

https://www.iso.org/obp
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－  IEC Electropedia：可於 http: / /www.elec tropedia.o rg/取得。  

ISO and IEC main ta in  terminology databases  for  use in  s tandardization  at  the  

fol lowing addresses:  

—  ISO Onl ine browsing  platform: ava ilable a t  ht tps: / /www.iso.org /obp  

—  IEC Electropedia:  avai lable a t  ht tps: / /www.elec t ropedia.org /  

3.1  保管者 (custodian)  

3 .1  custodian  

個人或個體，對電子儲存資訊，具保管、控制或持有權。  

[來源： ISO/IEC 27050-1:2019 之 3.2]  

person or  ent i ty  that  has custody,  con trol  or  possess ion of  e lectron ical ly  s tored  

information  

[SOURCE:  ISO/IEC 27050 -1:2019,  3 .2]  

3.2 資料接收者 (data recipient)  

3 .2  data rec ipient  

個人或組織，資料由其存取、與其分享或對其發布。  

person or  organ iza tion by,  wi th  or  to  whom data is  accessed,  shared  or  re leased  

3.3 對手 (adversary)  

3 .3  adversary  

個人或單位，其能 (無論蓄意或非蓄意 )利用潛在脆弱性。  

備考：  於去識別化文獻中，對手、攻擊者、入侵者、窺探者及其他類似用語，經

常可互換使用。  

individual  or  un it  tha t  can,  whether  in ten tionally  or  no t ,  exp loi t  potent ia l  

vulnerab il i t ies  

Note  1  to  en try :  Adversary,  at tacker,  in truder,  snooper,  and o ther  similar  terms are  

of ten used interchangeably in  the de - ident if icat ion l i tera ture.  

3.4 威脅建模 ( threat  modell ing)  

3 .4  threat  model l ing  

系統性探索技術，旨在揭示可能以破壞、揭露 (3 .8)、資料修改或阻絕服務等形式，

對系統造成損害之所有情況或事件。  

[來源：修訂自 ISO/IEC/IEEE 24765:2017 之 3.4290。 ]    

systemat ic  explorat ion technique  to  expose any  circumstance or  event  having the  

potent ia l  to  cause harm to  a  system in the fo rm of  des truc tion,  disc losure  (3 .8 ) ,  

modif icat ion of  data ,  or  denia l  of  serv ice  

[SOURCE:  ISO/IEC/IEEE 24765:2017 ,  3 .4290 ,  modif ied  − Note  1  to  en try has  been  

dele ted.]  

3.5  隱私衝擊評鑑 (pr ivacy impact  assessment,  PIA)  

3.5  privacy impact  assessment  

PIA 

關於處理個人可識別資訊 (PII)，識別、分析、評估、諮詢、溝通及規劃可能隱私

http://www.electropedia.org/
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衝擊之整體過程，其為組織更廣泛的風險管理框架之一部分。  

[來源：修訂自  CNS 29134 之 3.7。 ]   

overal l  process of  iden ti fying,  analysing,  eva lua t ing,  consul t ing ,  communica ting and  

planning  the treatment  o f  potential  pr ivacy  impacts wi th  regard  to  the process ing of  

personally  iden tif iab le information,  f ramed wi thin an organizat ion’s b roader  r i sk  

management f ramework  

[SOURCE:  ISO/IEC 29134:2017,  3 .7 ,  modif ied  − Note 1  to  en try has been deleted .]  

3.6  經定義母體 (def ined population)  

3 .6  def ined populat ion  

萃取自資料集之元素集，有助於對手 (3 .3)識別資料當事人的能力。  

se t  of  elements tha t  a  da taset  i s  drawn f rom tha t  contr ibu tes to  the adversary’s  (3 .3)  

abil i ty  to  ident ify  a  data  pr inc ipal  

3.7  樣本 (sample)  

3 .7  sample  

資料集，其僅係經定義母體 (3 .6)之一部分，因此，對手 (3 .3)無法確定任何特定個

體是否包含於其中。  

datase t  tha t  i s  only a  proport ion of  the def ined populat ion  (3 .6) ,  such that  an 

adversary  (3 .3)  cannot be cer ta in  that  any par t icular  en ti ty  was in  i t  

3.8  揭露 (disc losure)  

3 .8  disclosure  

依已發現或遭利用之脆弱性，揭示資料集中的機密資訊或個人可識別資訊。  

revea ling confiden tial  or  personal ly  iden ti f iab le informat ion from a  dataset  based on  

a vulnerabi l i ty  that  i s  found or  explo ited  

3.9  經分享資料 (shared data)  

3 .9  shared data  

資料集，由保管者授予一組固定個體，對該等資料之存取權限。  

datase t  in  which a f ixed  set  of  enti t ies have been granted access to  the data by the 

custodian  

3.10  經發布資料 (released data)  

3 .10 re leased data  

資料集，其中保管者不再直接控制誰對該等資料具存取權限。  

datase t  in  which  the custodian no  longer  d irec t ly  controls  who has access to  the da ta  

3.11  資料隱私模型 (data pr ivacy model)   

3 .11 data privacy model  

應用資料去識別化技術之作法，使可識別性的計算可行。  

[來源：修改自  CNS 20889 之 3.3。 ]  

approach to  the appl ica t ion of  data de - ident if icat ion techniques  tha t  enables the  

calcu la t ion of  identi f iab il i ty  

[SOURCE: ISO/IEC 20889:2018,  3 .3 ,  modif ied  −  The word “formal 〞  and 
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“measurement 〞  have  been de le ted f rom the  term and "da ta"  added,  and “re -

ident if ica t ion r i sk“ has been rep laced by “ iden ti f iabi l i ty“ in  the def ini t ion.]  

3.12 書面協議 (written agreement)   

3 .12 written agreement  

資料分享協議、諒解備忘錄、資料存取請求、契約及所有其他正式登載之協議。  

data  shar ing  agreement,  memo randum of  unders tanding,  data access request ,  con tract  

and any other  formal ly  documented agreement  

3.13 資料轉換 (data transformation)   

3 .13 data transformat ion  

資料之修改。  

modif icat ion of  the data  

3.14 去識別化治理 (de- ident if icat ion governance)  

3 .14 de- identif icat ion governance  

指導及控制去識別化過程之系統。  

[來源：修改自  ISO/IEC 38500 :2015 之 2.8。 ]  

system of  di rec t ing and control l ing  the  de - ident i f ica t ion process  

[SOURCE: ISO/IEC 38500:2015,  2 .8 ,  modif ied  − “the de- ident if ica t ion process〞  

has been added to  the  def ini t ion.]   

4.  符號及縮寫  

4  Symbols and abbreviated terms  

PIA 隱私衝擊評鑑 (pr ivacy  impact  assessment) 

PII 個人可識別資訊 (personally  ident if iable  information) 

P 機率函數 (probabi l i ty  function) 

PIA privacy impact assessment 

PII personally identifiable information 

P probability function 

5.  概觀  

5  Overview 

本標準之目標係提供原則式框架進行去識別化，該框架考量程序、風險及損害。

原則式去識別化作法擬對實作及技術之具體細節保持中立。該框架分為 4 個主要

部分：  

The goal  of  th is  document i s  to  p rovide a  pr incip les -based framework to  approach de -

ident if ica t ion,  which considers  procedures,  r i sks,  and  harms.  A pr inciples-based  

approach to  de - iden tif ica t ion i s  in tended to  be neutral  on  the  specif ics of  

implementat ion and technologies.  The  framework is  presen ted in  four  main par ts:  

－  全景 (第 6 節 )：對資料提供予資料接收者時之環境及情況的評估，以判定對手

可能取得何等外部資訊。此意味著風險亦可透過全景控制措施 (意指 IT 安全控

制措施、書面協議中描述之義務，以及政策與治理措施 )管理。  
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－  資料 (第 7 節 )：對資料之評估，以判定對手如何能利用可取得的額外資訊，揭

示或暴露 PII。可藉由限制可取得之資料及資料的提供形式 (藉由資料轉換 )，管

理風險。  

－  可識別性 (第 8 節 )：評估可識別性之方法係全景風險 (攻擊的機率 )與資料風險

(於遭受攻擊情況下，發生揭露之機率 )的函數。應定義適切之許可差，以確保

可識別性低於預先定義的許可差等級。  

－  治理 (第 9 節 )：為保管者制定之登載的程序及實務作法，以確保現在及未來均

能一致且有效完成上述工作，以及於提供經去識別化資料之前、期間及之後所

要求的準備工作。  

－  Context  (Clause 6) :  An assessment of  the env ironment and c ircumstances in  which  

the da ta  are  made  ava ilab le to  da ta  rec ipien ts,  to  determine what  external  

information can be ava ilab le to  an  adversary.  This impl ies that  r i sk  can be  

managed through contex tual  cont rols as well  (meaning the  IT securi ty  controls ,  

obliga tions descr ibed in  wri t ten agreements,  and policy and governance measures) .  

－  Data (Clause 7) :  An assessment of  the  da ta,  to  determine how the addit ional  

information avai lab le to  an adversary can be used to  revea l  or  uncover  PII .  Risk  

can be  managed by l imit ing what data are made avai lable,  and in  what form tha t  

data wi l l  be made avai lable (by transforming the  data) .  

－  Identif iab il i ty  (Clause  8) :  The  method of  assess ing iden tif iabi l i t y  is  a  function  of  

contex t  r i sk  ( the probabil i ty  of  an at tack)  and data r isk  ( the probabil i ty  of  

disclosure g iven tha t  there is  an at tack) .  An appropriate  tolerance shal l  be def ined  

to  ensure the iden tif iab i l i ty  i s  be low a pre -def ined tolerance leve l .  

－  Governance (Clause 9) :  Documented procedures and pract ices for  the custodian  

to  ensure  the  above  are  done consistent ly  and  ef fect ive ly,  now and in  the future,  

and the prepara t ions tha t  are required before,  during,  and af ter  de - iden ti f ied da ta  

are made avai lable.  

若產生之經去識別化資料不符合 (保管者或預期資料接收者 )的驗收準則，則可能

有必要重複此過程，以致力尋求雙方皆能接受之解決方案。例：可改善資料環境

之隱私及安全實務作法，以致力降低威脅，並依資料接收者的運作全景，改善對

其提供之資料的效用。整個作法可大致以線性方式理解，保管者之去識別化治理

涵蓋全景評估、資料評估、可識別性評估與緩解措施，以及驗收準則等整體過程，

如圖 2 所示。然而，可依實作需要 (例：改善特定資料流之效率及可縮放性 )，對各

要素重新排序。 CNS 31000 包含關於管理組織所面臨風險之指導綱要。  

I t  can  be necessary to  repeat  the  process if  the resu lt ing de - iden tif ied data does  not  

meet  accep tance cr i ter ia  (by the custodian or  in tended da ta  rec ipient) ,  in  an effor t  to  

f ind solu tions  that  are  acceptable to  bo th par t ies.  For  examp le,  the  pr ivacy and 

securi ty  pract ices  for  the da ta environment  can  be improved  in  an  effor t  to  reduce 

threa ts  and  improve  the  ut i l i ty  of  data tha t  a re made avai lab le  to  the da ta rec ipien ts  
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based  on  their  opera t ional  context .  The  en tire  approach can  be  tho ught of  in  a  

somewhat l inear  fash ion,  wi th  de - ident if icat ion governance by the custodian 

embodying the overa l l  processes of  context  assessment,  da ta  assessment,  

ident if iabi l i ty  assessment and mi tigat ion,  and acceptance cr i ter ia ,  as shown in  Figure  

2 .  I t  is ,  however,  poss ible  to  reorder  e lements  based  on  implementa t ion needs  (e .g .  

improving eff ic iency and sca lab il i ty  for  specif ic  data f lows) .  ISO 31000 conta ins  

guidel ines on managing r isk  faced by organizat ions.  

 

 

圖 2 實務作法中之去識別化框架  

Figure 2  − De- identif icat ion framework in practice  

 

圖 2 中之英中對照  

De-ident if icat ion governance (custodian)  去識別化治理 (保管者 )  

Context  assessment  全景評估  

Data assessment  資料評估  

Identif iab il i ty  assessment  可識別性評估  

Accep ted?  接受？  

Yes  是  

No  否  

Data ava ilable  資料提供  

 

6.  全景評估  

6  Context  assessment  

6 .1  一般  

6 .1  General  

保管者應評估向資料接收者提供資料之全景 (無論係藉由提供經分享存取權限或

藉由提供資料集複製本 )，以協助妥善界定去識別化過程的範圍。  

備考：可能套用法律要求事項。  

The custod ian shal l  eva luate the context  in  which data  are  being  made  available  to  a  

data  rec ipient  (e i ther  by  provid ing shared access  or  by  giv in g a copy  of  the da tase t) ,  
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to  help  proper ly  scope the de - ident if icat ion process.  

NOTE Legal  requirements can apply.  

判定此全景涉及對以下方面進行詳細評估：資料遭存取、分享或發布之環境；資

料的來源及其預期用途；以及向資料接收者提供資料之具體情況 (諸如透明度等

級 )。此等要素應以某種形式納入評估風險之方法中。例：可使用詳細之查檢表，

對資料環境中的風險進行分類，並將其納入標準風險矩陣中，用以比較攻擊之可

能性與於給定全景下，識別資料當事人的影響。然而，宜注意，僅當攻擊成功時，

方發生揭露。  

Determin ing th is context  involves a  deta i led assessment of  the environment in  which  

the data are  accessed,  shared or  re leased,  where the  da ta  come from and  their  

in tended use,  and the c i rcumstances under  which the data  are  made  ava ilab le to  a  

data recip ien t  ( such as levels of  t ransparency) .  These elements shal l  be factored,  in  

one form or  ano ther,  in to  the method of  assessing r i sk.  For  example,  de ta i led  

checkl ist s  can be used to  categorize r i sk in  the  data  env ironment,  and  be fac tored  

into  a  standard r i sk matr ix  used to  compare the  poss ibi l i ty  of  an a t tack  against  the 

impact  of  ident ifying  a  data  pr incipa l  in  a  g iven  context .  I t  should  be  noted,  however,  

that  d isc losures  only occur  if  the at tack i s  successful .   

6.2  威脅建模  

6 .2  Threat  model l ing  

6 .2 .1  一般  

6 .2 .1  General  

進行分享或發布之保管者，或進行評估的第三方，應使用客觀及結構化過程，

評估資料將遭存取、分享或發布之環境。此環境包括人員及其動機 (組織及個人 )、

其具權限存取之其他資料，以及其基礎設施與治理結構 (包括 IT 安全控制措施，

諸如 CNS 27002 及 CNS 27701 中所述的控制措施、存取政策等 )。即使是自我

管理之 IT 稽核或評估，亦能擷取大量關於發布環境的資訊，從而有助於界定潛

在風險 (尤其是潛在威脅 )。  

The custodian  doing  the shar ing or  releasing ,  or  a  th ird  par ty  doing an assessment ,  

sha ll  use  an ob jec tive  and st ructured process to  evalua te the env ironment in  which  

the da ta wil l  be accessed,  shared or  released.  This env ironment includes persons  

and the ir  motives (o rganiza tional  and indiv idual) ,  o ther  da ta they have access to ,  

and their  infras truc ture  and governance  s truc tures  ( inc luding  IT securi ty  contro ls 

such as  those descr ibed  in  ISO/IEC 27002 and  ISO/IEC 277 01 ,  access  policies,  

e tc . ) .  An  IT audit  or  assessment,  even self -adminis tered ,  can capture a  great  dea l  

of  information  regard ing  the release env ironment ,  to  he lp frame po tent ia l  r i sks ( in  

par t icular,  poten tial  threats) .  

應使用結構化作法 (通常稱為威脅建模 )，評估可能揭示或暴露 PII 之攻擊風險。

此包括檢查可能有哪些其他外部資料來源可用，並概述潛在揭露之對象、原因

及方式。潛在威脅可能包括：  
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A structured approach,  o f ten known as threat  modell ing,  sha ll  be used to  assess the  

r isk  of  an  at tack that  would reveal  or  uncover  PII .  This inc ludes examining what  

other  external  da ta  sources  can be  avai lab le and sketch ing ou t  the  who,  why and  

how of  a  po ten tial  d isclosure.  Po ten tia l  th rea ts  can be :  

－  蓄意：針對性試圖揭示或暴露資料中之 PII，此等資料係由內部人員提供予

作為資料接收者的群組或組織。  

－  Del iberate :  A ta rge ted at tempt  to  reveal  or  uncover  PI I  in  the  data that  are  made  

avai lable to  them by an  in s ider  to  the group or  organizat ion that  is  the data  

recip ien t .  

－  非蓄意：揭露亦可能係無意，例：當資料接收者處理經分享或經發布資料時，

辨識出資料當事人。  

－  Accidental :  A d isclosure  can a lso be unin ten tional ,  for  example a  da ta pr incipa l  

being recognized while  a  data rec ipien t  i s  working with  the shar ed or  released  

data.  

－  環境因素：若已備妥之所有控制措施，均未能防止資料揭露，則資料亦可能

遺失或遭竊。  

－  Environmenta l:  The  da ta can a lso be los t  o r  stolen in  the  case where  al l  the  

controls pu t  in  place have fai led to  prevent  a  da ta disclosure.   

6.2.2  安全及隱私實務作法  

6 .2 .2  Security  and privacy practi ces  

資料接收者之安全及隱私實務作法，將影響資料接收者場域的不法員工，能重

新識別經分享資料之可能性。若缺乏強而有力之緩解控制措施，則不法員工可

能選擇不遵守契約。安全及隱私實務作法，亦能判定外部人員直接或藉由破解

內部人員信符，取得經分享資料之存取權限的可能性。  

The secur i ty  and  pr ivacy prac tices of  the  data recip ient  wil l  have an impact  on the  

l ike lihood of  a  rogue employee a t  the data rec ipient’s si te  be ing able to  re - iden tify  

the shared da ta.  A rogue employee  can  choose not  to  abide by  a contract  in  the  

absence of  s trong mi tiga ting con trols.  The secur i ty  and pr ivacy prac tices  can also  

determine  the l ike lihood of  an ou ts ider  ga inin g access  to  the shared data,  e i the r  

direc t ly  or  by compromising an ins ider ’s  credent ials .  

對緩解控制措施之評估，應詳盡且以證據為依據。  

An evalua tion of  mi t igat ing cont rols sha ll  be de tai led and evidence based.  

備考：  可能套用專業、國際及政府法規、標準及政策，包括 CNS 27002 及 CNS  

27701 (適切時 )。  

NOTE Professional ,  in ternat ional ,  and  government regulat ions ,  standards,  and  

polic ies can app ly,  including ISO/IEC 27002 and ISO/IEC 27701,  where 

appropria te .  

使用標準化作法，不僅確保單一組織分享資料之一致性，且確保跨組織的一致
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性。  

Using a standard ized  approach also ensures consis tency,  no t  on ly fo r  a  s i ngle  

organiza tion tha t  i s  shar ing data,  bu t  across o rganiza tions.  

為避免對資料提供者或接收者，造成不適切或過度之負擔，評估可將第三方稽

核、相關驗證，以及重新使用先前分析，納入考量。  

In  order  to  avoid inappropriate  or  excess ive burdens on the data provider  or  

recip ien t ,  the  eva lua tion can  take  in to  account third  par ty  audi ts  and re levan t  

cer t if icat ions,  as well  as  re -us ing pr ior  analyses.   

6.2.3  重新識別之動機及容量  

6 .2 .3  Motives and capacity to  re - identify  

接收者揭示或暴露 PII 之動機，部分可藉由教育訓練、認知及書面協議中描述

的義務 (包括 ISO/IEC 23751 中所述之過程及條款 )，加以控制，前提是其具強制

力 (透過法律機制及藉由拒絕分享或發布額外資料 )。書面協議中之義務可包括：  

A recip ient ' s  mot ives to  revea l  or  uncover  PII  can be contro lled in  par t  by train ing,  

awareness ,  and obl iga tions descr ibed in  wri t ten agreements,  includ ing  processes  

and terms descr ibed  in  ISO/IEC 23751 ,  prov ided they are enforceable  ( through  

lega l  mechanisms and by refus ing to  share or  re lease add it iona l  da ta) .  Obliga tions  

in  wr it ten agreements can include:  

－  向具權限存取經去識別化資料之個人，提供關於揭露風險的教育訓練。  

－  定期提醒其履行維護資料隱私及安全政策之義務。  

－  未經明確許可，禁止試圖於提供予資料接收者之資料中，識別當事人，或鏈

結資料以延伸資料當事人的剖繪 (從而增加揭露 PII 之風險 )。  

－  容許進行抽查或全面稽核 (可能由第三方進行 )，以確保遵循協議中規定之條

款。  

－  未經明確許可，禁止與任何其他資料接收者分享。  

－  定義存取、分享及發布資料之環境 (預期備妥基礎設施及治理結構 )。  

－  定義可接受之使用案例，以及對資料使用方式的所有預期，或如何評估使用

案例，以確保其用於視為適切之目的。  

－  delivery of  tra ining on  disc losure r isks to  individuals wi th  access to  de -

ident if ied da ta;  

－  regular  reminders o f  their  obl iga ti ons to  uphold data pr ivacy and securi ty  

polic ies;  

－  prohibi t ing at tempts to  ident ify  data  pr incipals in  the da ta  made  avai lable to  

data  recipients,  or  l inking data tha t  would  ex tend  the p rof i les of  da ta  pr inc ipals  

( thereby increasing the r isk o f  disc losing  PII)  wi thout express  permiss ion;  

－  allowing for  spo t  checks or  fu l l  aud its  (possib ly by a th ird  par ty)  that  ensure  

compliance  with  the s tated terms of  the agreement;  

－  prohibi t ing the  shar ing wi th  any other  data rec ipient  without express  
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permission ;  

－  defining  the env ironment in  which the  data a re accessed,  shared  and released  

( the  infras truc ture  and  governance  structures  tha t  a re expected  to  be  in  p lace) ;  

－  defining acc eptable use cases and any expectat ions of  how the da ta are  used,  

or  how use cases are eva luated to  ensure i t s  use i s  for  purposes that  are deemed 

appropria te .  

備考：當作為開放資料發布時，協議義務之執行可能不如預期有效。  

NOTE I t  i s  possib le  that  the enforcement of  agreement obl iga tions  is  no t  as  

effect ive when publishing as open da ta.  

於規劃上述義務時，保管者宜瞭解資料之來源、去向，以及所存取、分享或發

布資料的預期用途。此將有助於釐清資料發布之具體情況，以及向資料接收者

提供資料的環境，從而採取適切措施，降低 PII 遭潛在揭露之風險。  

In  plann ing the  above obliga tions,  the custodian  should  know where  the  data have  

come from, where they are  going,  and what the in tended uses a re for  the data being  

accessed,  shared or  released.  This wil l  help si tua te the data release and the  

environment  in  which  they wil l  be  made  avai lable to  data recip ien ts ,  so  tha t  

appropria te  measures can be taken to  reduce  the r isk of  po tent ia l  d isc losures of  PII .  

6.3  透明度及影響評估  

6 .3  Transparency  and impact  assessment  

6 .3 .1  一般  

6 .3 .1  General  

保管者應評估揭露之影響，該影響決定於評估可識別性時的許可差，且可包括：   

The custod ian shal l  assess the impact  of  d isclosure,  which dec ides to lerance when  

ident if iabi l i ty  i s  evaluated,  and can include:  

－  盡可能保持透明，並於可行情況下，與利害相關者溝通。如此，相關個體能

更理解對隱私之期望。  

－  資料是否高度敏感且私密，是否來自弱勢族群，或是否可能揭示敏感屬性或

具污名化性質。  

－  因不適切處理而可能對資料當事人造成之潛在傷害或損害。  

－  資料接收者之可信任度 (例：備妥資料分享協議、合作歷程、維持持續合作

夥伴的誘因 )。  

－  分享之目的及預期用途，如何與資料當事人的利益相符。  

－  資料接收者將徹底考量，其對資料之潛在用途 (例：隱私衝擊評鑑的使用 )，

並採取相對應行動之程度。  

－  所有可能違反法律原則或基本權利之行為。  

－  Being as transparen t  as poss ible and engaging wi th  stakeholders where  

pract icab le.  This  way expecta t ions  of  pr ivacy are bet ter  understood  by the  

enti t ies  invo lved.  
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－  Whether  the  da ta  are  h ighly  sensit ive  and int imate,  come from vulnerable  

populat ions,  or  can reveal  sensi t ive a t tr ibutes o r  be s t igmat iz ing.  

－  Potential  in jury or  harm to  data pr incipals tha t  can ar i se  due to  inappropriat e  

process ing.  

－  The t rus twor thiness  of  the da ta rec ipien ts (e . g .  data  shar ing  agreement in  place ,  

his tory of  par tnersh ip,  incent ives to  remain an  ongoing par tner) .  

－  How the purposes for  shar ing and intended uses are in  l ine with  the in teres t  of  

data pr inc ipa ls.  

－  The exten t  to  which da ta rec ipients wil l  thoroughly c onsider  their  po tent ia l  

uses of  data ( for  example,  the use of  pr ivacy  impact  assessments)  and act  

accord ingly.  

－  Any potential  b reach of  lega l  pr incip les or  fundamenta l  r ights.  

6.3.2  行動透明度及利害相關者參與  

6 .3 .2  Transparency  of  act ions  and stakeholder engagement  

保管者宜簡明扼要解釋其資料蒐集實務作法、其重新使用資料方式及其理由闡

述，並對回饋保持開放態度，或就其資料分享活動，徵詢利害相關者之意見，

以期瞭解並於適切時，解決其關切事項。信任要求開放。與利害相關者進行有

意義之討論，可能有助於在風險與利益間，建立合理的平衡。  

The custod ian  should explain  s imply and  clear ly  i t s  data co llect ion pract ices,  how 

i t  reuses da ta with  a  descr ipt ion of  i t s  ra t i onale,  and be open to  feedback or  seek  

the v iews of  stakeholders  on i t s  data shar ing ac tiv i t ies wi th  the  goal  o f  

unders tanding,  and where appropr iate ,  address ing thei r  concerns.  Trust  requ ires  

openness.  Meaningful  discuss ions wi th  stakeholders can help to  establ ish a  

reasonable ba lance of  r i sk  and benef i t s .  

保管者可考量比較其行業內類似組織發布或分享資料之方式，以及關於其實務

作法是否曾引發任何關切事項。此外，亦可考量進行調查及焦點小組研究，瞭

解資料當事人對資料發布、分享及重新利用之看法 (例：藉由產業協會 )，以協助

提供決策制定依據。  

The custod ian  can  consider  comparing how s imi lar  o rgan iza tions in  i t s  sec tor  are  

releas ing or  shar ing  da ta,  and  whether  any  concerns  have  been  ra ised about their  

pract ices.  Surveys and focus group work on the data pr incipa ls’ views of  data  

release,  shar ing  and  reuse  (e .g . ,  by  industry  associa t ions)  can  a lso  be  considered  

to  help  inform dec isio n making.   

6.3.3  與隱私相關之損害  

6 .3 .3  Privacy-re lated harms  

保管者宜考量，因資料提供而可能造成之潛在隱私相關損害，包括因不適切處

理而可能造成的傷害或損害。例：保管者可：  

The custod ian should consider  the po ten tia l  pr ivacy -re lated harms that  can resu l t  

f rom data being  made  ava ilab le,  includ ing potent ia l  in jury  or  harm due to  
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inappropriate  process ing .  For  example,  the custodian may:  

(a)  評估資料是否高度敏感且涉及個人隱私。  

(b)  考量可出現下列情況之使用案例：   

(1)  揭示敏感屬性。  

(2)  造成污名化。  

(3)  支援對資料當事人產生不利影響之決策。  

a)  evalua te whether  the data are h ighly  sensit ive and personal ;  and also  

b)  consider  use cases that  may:  

1)  revea l  sensi t ive  at tr ibu tes,  

2)  be s t igmat iz ing,  or  

3)  support  dec is ions that  adversely a ffect  data pr incipa ls .  

保管者宜進行隱私衝擊評鑑 (PIA)，俾識別隱私相關風險及妥善控制措施，以緩解

此等風險。 PIA 過程可分享並解釋，以增加透明度。此過程始於倡議之最早期階

段，此時仍有機會影響其結果，從而確保〝於設計即保護隱私〞。此過程將持續至

專案部署完成，甚至部署之後。  

A custod ian should conduct  pr ivacy impact  assessments (PIA) in  order  to  iden tify  

pr ivacy-related r i sks and the pro per  contro ls to  mit igate them.  The PIA process may  

be shared and explained  to  increase transparency.  I t  i s  a  process that  begins at  the  

ear l iest  possib le  s tages o f  an in i t iat ive,  when  there are  s t i l l  oppor tuni t ies  to  inf luence  

i t s  ou tcome and  thereby ensur e pr ivacy  by des ign .  I t  i s  a  process  that  cont inues un ti l ,  

and even af ter,  the  project  has been dep loyed.  

備考： CNS 29134 描述進行 PIA 過程之指導綱要，以及報告的結構與內容。  

NOTE The gu ide lines  fo r  the  process o f  conduct ing a  PIA and  the  repor t ’s  s truc ture  

and content  i s  descr ibed  in  ISO/IEC 29134.  

宜考量建立監督機制，以避免或實質降低造成損害之風險，從而贏得資料當事人

對資料使用的信任，且其中某些機制，宜作為義務轉移予資料接收者。  

Oversigh t  mechanisms should be considered  tha t  avoid  or  meaningfu lly  reduce the  

r isk  of  harm and thereby engender  the data pr incipa l’s t rust  in  the use  of  data,  and 

some of  these should be transferred as ob liga tions to  data recip ients.  

7.  資料評估  

7  Data assessment  

7 .1  一般  

7 .1  General  

去識別化之目標係於保護資料當事人隱私的同時，產生符合使用案例要求事項之

資料。資料評估係用以瞭解特徵，而攻擊建模則利用此等特徵評估潛在脆弱性 (例：

單獨挑出、鏈結及推論 )，此等脆弱性描述於 CNS 20889  中。第 8 節中之可識別

性評估依既定效標 (benchmark)，定義臨限值或保護目標。預設之假設宜為，若資

料的某個元素或特徵，對於該使用案例並非需要 (敏感資訊、增加風險之複雜資料
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結構等 )，則保管者宜規劃將其移除。保管者若能採取降低資料複雜度之任何措施，

則轉而亦將降低其應進行的技術分析之複雜度。  

The goal  o f  de- ident if icat ion i s  to  produce da ta  that  meets the requirements of  the 

use  case ,  whi le  pro tect ing the  pr ivacy  of  data  p r incipals.  A da ta assessm ent i s  used  

to  understand fea tures and at tack model l ing exploit s  these features to  evalua te  

potent ia l  vu lnerab il i t ies (e .g .  s ingl ing ou t ,  l inking,  and inference)  which are  

descr ibed  in  ISO/IEC 20889.  The ident if iabi l i ty  assessment in  Clause 8  def ines a  

threshold or  protect ion  objec tive based  on es tabl i shed benchmarks.  The defaul t  

assumption should be that  i f  an e lement or  fea ture of  the data i s  no t  needed for  the  

use  case  ( sensi t ive information ,  complex da ta  structures  tha t  increase  r i sk,  e tc . ) ,  the  

custodian should p lan to  remove i t .  Anyth ing tha t  the custod ian can do to  reduce the  

complex ity  o f  the da ta wil l ,  in  tu rn,  reduce the complex ity  o f  the technical  analys is  

that  the custod ian sha ll  conduct .   

7.2  資料特徵  

7 .2  Data features  

7 .2 .1  一般  

7 .2 .1  General  

當考量是否及如何安全分享或發布資料時，關鍵考量因素在於資料本身。保管

者應評估資料中屬可識別性核心之特徵。  

When think ing about whether,  and how, to  share or  release data safely,  a  key  

considera t ion  i s  the data themselves.  The custodian sha ll  eva luate features o f  th e  

data tha t  are cen tra l  to  identif iab il i ty.   

7.2.2  資料當事人  

7 .2 .2  Data principals  

保管者宜使用下列內容，以深入瞭解對手可取得之外部背景資訊：  

The custodian should  use the fo l lowing  to  ga in  insigh t  into  the external  background  

information avai lab le to  an adversary:  

－  資料集中所代表之資料當事人種類。  

－  資料集中資料之本質及唯一性，以及其對對手的潛在價值。  

－  對手可取得之其他關於資料當事人的資料。  

－  具動機之對手透過針對性搜尋，能從中瞭解關於資料當事人的哪些資訊。  

－  the kind  of  da ta pr inc ipa ls represen ted in  the da tase t ;  

－  the nature and un iqueness of  the data in  the  da tase t  and  i ts  potent ia l  va lue to  

an adversary ;  

－  other  da ta about a  da ta pr incipal  ava ilab le to  an  adversary ;  

－  what  a  motiva ted adversary can learn about them through targeted searches .  

保管者亦宜考量資料中是否具任何弱勢群組，並於決定是否需將此等群組納入

其擬提供之資料中，以及決定保護此等群組所要求的過程時，予以特別關注。  

The custod ian should a lso consider  whether  there are any vulnerab le groups in  the  
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data and take ex tra  care in  dec iding whether  or  not  they are needed in  the data the  

custodian  wants to  make  avai lab le and  the  processes requ ired to  pro tec t  them.   

7.2.3  資料型式  

7 .2 .3  Data type  

資料可能為：  

－  單位層級紀錄，其中列代表單一母體單位 (個人、家戶等 )，行代表關於該等

單位所蒐集之資訊 (屬性 )。  

－  聚合資料，其中儲存格代表共享關於該等單位所蒐集之經分類資訊的母體

單位之彙集。  

－  非結構化資料，諸如內容或格式不受限制之自由形式文字，或上述的組合。  

Data can  be:  

－  Unit- level  records,  in  which the rows represen t  a  sing le popula t ion un it  (person ,  

household,  e tc . )  and the columns represent  the information  (at tr ibutes)  

collected about them.  

－  Aggregated,  in  which  cell s  represen t  the col lect ion  of  popula t ion un it s  that  

share ca tegor ized  information  col lected  about  them.  

－  Unstruc tured,  such as  f ree -form tex t  in  which  there are no  res tr ict ions on  

conten t  or  format,  or  a  combinat ion of  the above .  

備考：各種形式之資料皆承載不同的風險，因此需不同作法對其進行保護。  

NOTE Each form of  da ta  carr ies di fferent  r i sks and differen t  approaches are needed  

to  protect  them.   

7.2.4  屬性型式  

7 .2 .4  Attribute types  

保管者應判定資料集之組成部分及其結構化內容，並於可行情況下，以紀錄層

級精細度及欄位型式進行判定。例：查明資料元素是否可能為：  

The custodian  shal l  de ter mine  the consti tuent  par ts  and  s truc tured  content  of  the  

datase t ,  where feas ible  doing this a t  record leve l  granular i ty  and by f ie ld  type.  For  

ins tance,  ascer tain ing whether  data e lements can  be:  

－  直接識別符。  

－  間接識別符。  

－  其他需關切之資訊 (例：因資料的機密性或個人本質，而無法廣泛取得且易

遭特定針對，可能需額外保護 )。  

－  direc t  ident if iers ;  

－  indirect  iden tif ier s;  

－  of  other  concern  (e .g .  no t  wide ly avai lab le  and ta rgeted due to  the confidentia l  

or  personal  nature of  the  data,  poss ibly warrant ing addit iona l  pro tec tion) .  

附錄 A 提供直接識別符及間接識別符之示例。  

Annex A provides exam ples of  d irec t  and indirect  ident if ier s.  
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備考 1.  當處理敏感資料時，無論是蓄意試圖揭示或暴露 PII 之可能性，或是其

造成的影響，其風險皆較高。資料越敏感，對組織於公眾信任及聲譽方

面之影響可能越大。識別標的內容有助於組織瞭解揭露可能造成之損害。 

NOTE 1  When deal ing with  sensi t ive data ,  the  r isk  i s  higher  bo th in  te rms of  the  

l ike lihood  of  a  de liberate  at tempt to  revea l  or  uncover  PII  and the impact .  

The impact  on the o rganiza tion in  terms of  public  trust  and reputat ion i s  

l ike ly to  be grea ter  the more sensi t ive  the da ta.  Ident ifying ta rge t  con tent  

informs the organizat ion  about possib le harm tha t  can ar i se f rom disclosure.  

備考 2.  作為間接識別符之屬性，可能係資料接收者關注的屬性。此等屬性於可

識別性評估中納入考量，且可將其移除。  

NOTE 2 At tr ibu tes tha t  are ind irec t  ident if ier s can be the a t t r ibutes of  interest  to  

the da ta recip ien ts.  They are considered in  the  ident if iabi l i ty  assessment  

and can be removed  

7.2.5  資料集性質  

7 .2 .5  Dataset  propert ies  

保管者宜先考量資料集之性質如何可能增加或降低可識別性，以此作為進行仔

細資料分析要求的前提。其考量因素可能包括：   

The custod ian should consider  how proper t ies of  a  datase t  can po ten tia l ly  increase  

or  decrease iden tif iab il i ty  as a  precursor  to  the requirement of  care ful  data analys is  

and can inc lude:  

－  資料品質：所有資料皆包含某種程度之錯誤，此提供某種程度的保護。儘管

如此，為盡可能提供最有用之資料，保管者可能仍希望最小化此錯誤。  

備考：關於資料品質模型之更多資訊，參照 ISO/IEC 25012。  

－  Data qual i ty :  All  data  contains some level  of  er ror  which offers some degree  

of  protect ion.  Although  the custodian i s  l ikely  to  want to  minimize  th is  error  

for  the sake of  prov iding the most  useful  data possib le.  

NOTE Further  informat ion on data quali ty  models is  provided in  ISO/IEC 

25012.  

－  群組結構資料：此係包含群組中彼此間互相鏈結之成員資訊的資料。該等資

料提供 (更多 )資訊，可使資料當事人於經定義母體中具唯一性。  

－  縱向資料：此係關於經定義母體，隨時間推移蒐集並鏈結之資料。可擷取到

資訊隨時間推移發生之潛在唯一變更，並於其他縱向型樣中脫穎而出。  

－  母體資料或樣本資料：母體資料係關於特定可識別群組中之所有人 (相較於

隨機樣本而言 )。母體資料所代表之對象幾無不確定性。  

－  Group structure da ta :  This  i s  data that  con tains  informat ion for  members of  a  

group who are l inked with  one ano ther.  The data provide (more)  information  

that  can make a da ta pr incipa l  unique in  a  def ined popula t ion.  

－  Longitud ina l  data :  This is  da ta about a  def ined populat ion which i s  co llected  
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over  t ime and l inked.  Po tent ia l ly  un ique changes  in  in formation over  t ime can  

be cap tured and s tand out  among o ther  longi tud inal  pat terns.  

－  Populat ion  or  sample data:  Populat ion da ta are about a l l  persons in  a  par t icular  

ident if iable group (as opposed to  a  random sample) .  There wil l  be  l i t t le  

uncertain ty as to  who is  represented in  po pula t ion data.  

7.3  攻擊建模  

7 .3  Attack model l ing  

7.3 .1  一般  

7 .3 .1  General  

保管者應識別一組潛在攻擊及其相關聯指標，以結合威脅建模 (參照 6 .2)，用於

攻擊建模。  

The custodian sha ll  iden tify  a  set  of  po ten tial  a t tacks  and  assoc iated metr ics,  which  

are used  for  the at tack  modell ing,  in  con junction with  the threa t  modell ing  ( see  

6 .2) .  

保管者可客觀考量下列攻擊，以判定其是否具可信賴之可能性，連同考量其他

顯著的領域特定或資料集特定之關切事項：  

The custod ian  may ob jectively consider  the fol lowing at tacks to  de termine if  they  

are cred ible  possib il i t ies,  a long  with  o ther  s igni f ican t  domain -specif ic  o r  da taset -

spec if ic  concerns:  

－  對手知悉標的個別個體存在於資料中之攻擊。  

－  對手不知或無法知悉標的個別個體是否存在於資料中之攻擊。  

－  針對資料中可能存在之所有個體 (而非標的個別個體 )的攻擊。  

－  attack where the adversary knows tha t  a  target  individual  en ti ty  i s  in  the data ;  

－  attack where the  adversary does  not ,  or  cannot ,  know if  a  targe t  ind iv idual  

enti ty  i s  in  the da ta ;  

－  attack on  al l  ent i t ies ( ra ther  than a target  ind ividual  en ti ty)  tha t  can be  in  the  

data.  

備考：  於學術文獻中，此等風險有時分別稱為檢察官風險、新聞記者風險或行

銷人員風險。  

NOTE These are sometimes referred to  as prosecutor,  journal is t ,  or  marketer  r i sk ,  

respect ive ly,  in  the academic l i terature.  

指標亦可取所有資料當事人之平均值 (平均風險 )，或取所有資料當事人的最大

值 (最大風險 )。  

Metr ics can also be averaged across a l l  data  pr incipals (average r i sk) ,  or  the  

maximum taken across a l l  da ta  p r inc ipa ls  (maximum risk) .   

7.3.2  最大風險或平均風險  

7 .3 .2  Maximum or average risk  

－  最大風險：對於此指標，取單一資料當事人之可識別性的最高等級 (對橫跨
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經分享或經發布資料中之所有資料當事人．進行量測 )。當未備妥任何控制

措施 (例：公開資料分享或發布 )，以防止最具可識別性之資料當事人成為攻

擊標的時，使用此指標。由於資料分享或發布之公開本質，保管者宜假設攻

擊的可能性極高—即使僅為展現資料集中之潛在脆弱性，亦可能有人出於

某種動機攻擊資料集 (稱為展示攻擊 )。  

－  Maximum risk:  For  this metr ic ,  the maximum level  of  ident if iabil i ty  for  a  

sing le data  pr incipa l  is  taken,  measured across a l l  da ta  pr inc ipals in  the shared  

or  re leased  da ta.  This metr ic  i s  used  when there  are  no  cont rols in  place  (e .g .  

public  data shar ing or  release)  to  prevent  the most  iden tif iable da ta pr incipa l  

f rom being targeted in  an at tack.  The custodian should assume a high  

possib il i ty  of  a t tack because of  the publ ic  na ture of  the shar ing or  re lease of  

data  − someone wi l l  l ikely be mot ivated to  a t tack the da taset  i f  on ly to  

demonstra te  po tent ia l  vuln erab il i t ies in  i t  (ca l led a  demonst rat ion a t tack) .  

－  平均風險：對於此指標，取單一資料當事人之可識別性的平均等級 (對橫跨

經分享或經發布資料中之所有資料當事人．進行量測 )。當未備妥任何控制

措施 (例：公開資料分享或發布 )，以防止最具可識別性之資料當事人成為攻

擊標的時，使用此指標，但未必僅限於最易識別的資料當事人。當備妥合適

控制措施以防止展示攻擊時，保管者宜假設對手係〝誠實但好奇〞。  

－  Average  r isk :  For  th is metr ic ,  the  av erage leve l  of  ident if iabi l i ty  for  a  s ingle  

data pr incipal  is  taken,  measured across a l l  da ta  pr incipa ls in  the shared or  

released da ta.  This metr ic  i s  used when there are contro ls in  p lace (e .g .  non -

public  da ta  shar ing  or  release)  to  preven t  any  individua l  data pr inc ipal  f rom 

being targeted in  an a t tack,  but  no t  necessar i ly  l imited  to  the most  ident if iable  

data pr incipal .  The custodian should assume an  honest  but  cur ious adversary 

when sui tab le con trols a re in  p lace to  preven t  a  demonstra t ion at tack.  

7.3.3  母體攻擊或樣本式攻擊  

7 .3 .3  Population or sample -based attack  

對手掌握關於其標的特定資料當事人之某些背景資訊，並利用此等背景資訊，

於提供予接收者的經去識別化資料中，搜尋匹配之紀錄。攻擊分為 3 種型式，

其中 2 種型式，可由保管者，依對手是否知悉標的資料當事人是否存在於所提

供之資料中，進行評估，而第 3 種型式則指針對非特定標的之攻擊：  

The adversary has some background informat ion about a  spec if ic  da ta  pr i ncipal  

they are ta rget ing and uses this background informat ion to  search for  a  matching  

record in  the de - iden tif ied data made avai lab le to  rec ipien ts.  There are three types  

of  a t tacks ,  two  of  which  the custod ian may  evaluate  based  on whether  the  adversary 

knows if  a  targeted data  pr incipal  is  in  the data  made ava ilable,  and a third  type  

when the a t tack is  not  ta rgeted:  

－  母體中個體之攻擊：於此情境下，對手知悉標的個體位於提供資料中經定義
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母體內。依定義，標的個體即為資料當事人。  

－  樣本中個體之攻擊：於此情境下，對手不知 (或無法知悉 )標的個體是否位於

已提供資料中，極可能因標的個體位於較大之經定義母體的樣本中。標的個

體可能為資料當事人，或非資料當事人。  

－  資料集攻擊：於此情境下，對手欲於已提供之資料集中，揭露盡可能多的資

料當事人之身分。  

－  Attack of  ent i ty  in  populat ion :  In  this scenario ,  an adversary knows the  ta rgeted  

enti ty  i s  in  a  def ined populat ion in  the data made ava ilable.  The  targeted  ent i ty  

wil l ,  by def in i t ion,  be a  data pr inc ipa l .  

－  Attack of  ent i ty  in  sample:  In  th is  scenar io ,  an  adversary does not ,  or  cannot,  

know if  the targeted  en ti ty  i s  in  the data  being made ava ilab le,  most  l ikely  

because the ta rge ted en t i ty  is  in  a  sample of  a  larger  def ined populat ion.  The  

targeted en ti ty  can be a  data pr inc ipa l ,  or  no t .  

－  Dataset  at tack :  In  th is scenar io ,  an adversary wants to  d isclose the iden ti ty  of  

as many da ta pr inc ipals as possib le in  a  dataset  that  has been made avai lable.  

7.3.4  資料隱私模型  

7 .3 .4  Data privacy models  

保管者宜選擇資料隱私模型，藉由預測資料隱私度量 (measure)，以協助量化資

料中之可識別性。  

備考：有關技術隱私指標 (metr ic)分類法之說明，參照 D Wagner  I 及 Eckhoff [ 2 1 ]。  

The custodian should choose  da ta  pr ivacy models to  help  quantify  ident if iab il i ty  

in  the  data by forecas t ing a measure of  da ta pr ivacy.  

NOTE For  a  descr ipt ion of  a  taxono my of  technical  p r ivacy metr ics,  see D Wagner  

I  and Eckhoff [ 2 1 ] .  

模型對對手及資料提供全景做出假設。如  CNS 20889 所述，此等模型有助於

評估可於資料中直接或間接識別資料當事人之可能性，並有助於就降低資料可

識別性所需的轉換 (例：概化、抑制、聚合、雜訊添加 )做出知情決策。然而，保

管者於做出決策時，應考量資料存取、分享或發布之全景及資料隱私模型。  

Models  make  assumptions about  the adversary  and the context  in  which the  da ta  

are made avai lab le.  They can  be  useful  in  assessing  the  l ike lihood that  da ta  

pr incipals can be iden tif ied d irec t ly  or  indirec tly  in  the  data and  making  informed 

decisions about what  transformations to  the data are needed to  re duce  

ident if iabi l i ty  ( for  example,  general izat ion,  suppress ion,  aggregat ion,  no ise  

addit ion) ,  as descr ibed in  ISO/IEC 20889.  However,  the  custod ian  shal l  consider  

the con text  of  the da ta access,  shar ing or  release  as wel l  as the data pr ivacy model  

when making i t s  decision.  

有許多模型可供選擇。一類模型考量將個體鏈結至記錄、屬性或已提供之資料

集本身。另一類模型考量分享或發布資料將獲得何等資訊。無論使用何種模型，
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理解其假設及參數，對於判定需採取何等隱私措施以防止身分揭露，以及如何

將資料發布之全景納入評估，至關重要。  

There are many models to  choose from. One c lass of  models considers l inking an  

enti ty  to  a  record,  to  an  at tr ibute,  or  to  the made avai lab le da tase t  i t sel f .  Another  

class of  models considers what information wi l l  be gained in  shar ing or  releas ing  

data.  Regardless o f  what model  i s  used,  unders tanding  the assumptions and 

parameters is  cr i t ica l  to  the de termination  of  what  pr ivacy  measures are needed to  

prevent  ident i ty  d isclosure and how to factor  the contex t  of  the data release into  

that  assessment.   

8.  可識別性評估及緩解措施  

8 .1  一般  

8  Identif iabil ity  assessment and mit igat ion  

8.1  General  

保管者應將全景評估及資料評估納入重新識別風險之評估方法中，以判定資料的

整體可識別性。可識別性係攻擊發生之機率 (全景評估 )與於發生攻擊的情況下，

成功識別資料當事人之機率 (資料評估 )的函數。  

The custod ian shal l  factor  the context  assessment and data assessment in to  the  

method of  assessing  re - iden tif icat ion r i sks which de termine  the overal l  

ident if iabi l i ty  of  the da ta.  Ident if iabi l i ty  i s  a  function of  the probabi l i ty  of  an at tack 

(contex t  assessment)  and the probabi l i ty  of  successful ly  ident ifying a da ta pr incipa l  

given that  there i s  an a t tack (da ta assessment) .   

8.2 評估可識別性  

8 .2 .1  一般  

8 .2  Assessing identif iabil ity  

8 .2 .1  General  

於資料分享或發布之全景下，保管者應考量各種揭露情境，以將其對可識別性

的評估，建立於合理事件的框架之上。於建構此等情境時，保管者應考量潛在

對手現實中可能存取之所有資料來源。若其他保管者已發布類似資料一段時間

且未出現明顯問題，則保管者為此投入的資源可能相對有限。然而，保管者宜

從諸如具數十年去識別化經驗之國家統計機構等信譽良好的組織，所進行的資

料分享或發布中，尋求強而有力之先例。  

In  the  con text  of  data shar ing or  re lease,  the custod ian  shal l  consider  disclosure  

scenarios to  ground the custodian’s assessment of  ident if iab il i ty  in  a  f ramework of  

plausib le events.  In  construct ing these scenarios,  the custod ian sha ll  consider  a l l  

the sources of  the data  to  which the would -be  adversary can re al is t ical ly  have  

access.  I f  o ther  custod ians have been  re leasing  s imilar  da ta for  a  while  wi thout any  

apparen t  problems,  the resources tha t  the custodian sha ll  devote to  this can be more  

modest .  The custod ian  should  look for  strong  precedents,  however,  f ro m data  

shar ing or  releases by reputable organ izat ions such as nat ional  sta t i s t ical  
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organiza tions with  decades of  exper ience in  de - ident if ica t ion.  

保管者宜避免過度聚焦於資料中顯而易見之脆弱性。例：若於揭露情境中，無

其他紀錄分享於所考量之識別屬性上的值組合，則該記錄即為唯一 (稱為唯一

性 )。唯一性確實表明脆弱性，但若無可利用該唯一性之合理情境，則不可能發

生身分揭露。保管者應透過模擬或建模，確認於情境中，所選定屬性與保管者

資料集中之唯一記錄的匹配係屬正確。此作法考量到，於經定義母體中，該唯

一記錄可能具統計孿生 (stat is t ica l  twin)，而該孿生記錄並未包含於情境樣本中。  

The custod ian should  avoid focusing too c losely  on apparen t  vulnerab il i t ies in  the  

data.  For  example,  a  record i s  unique  if  no  other  records  share  i t s  combinat ion of  

values on the iden tify ing at tr ibutes considered in  a  disc losure scenario  (ca l led  

uniqueness) .  Uniqueness  does  ind ica te vu lnerabi l i ty,  bu t  i f  there is  no wel l - formed  

scenario  through which  that  un iqueness can be  exploi ted,  no ident i ty  disc losure  

can happen.  The custodian shal l  confirm tha t  a  match  aga inst  a  un ique record in  

the custod ian’s  da taset  of  the se lec ted  a t tr ibutes in  the  scenario  i s  correct ,  e i ther  

through simula tion or  modell ing.  This takes in to  account  that  the un ique  record can  

have a stat is t ical  twin in  the def ined popula t ion that  i s  not  represen ted in  the  

scenario  sample.  

備考：  屬性揭露可能協助導致身分揭露，並可能納入資料隱私模型中，如  CNS 

20889 所述。  

NOTE At tr ibu te  disc losures can  help enable  iden ti ty  d isclosures  and can  be  

factored in to  da ta pr ivacy models,  as  descr ibed in  ISO/IEC 20889 .   

8.2.2  量化可識別性  

8 .2 .2  Quant ifying ident if iabi l ity  

保管者應使用客觀方法及公認之效標，以選擇可識別性臨限值。此臨限值應與

所使用之資料隱私模型配合，並於給定運作全景下，掌握識別資料當事人的可

能性及其影響。對於公開資料，此臨限值可依最大風險而定；而對於非公開資

料，該臨限值則可依平均風險而定。  

The custod ian sha ll  use  objec tive methods and  wel l-establ i shed benchmarks for  

se lec t ing an iden tif iab i l i ty  thresho ld.  The thresho ld shal l  work wi th  the da ta  

pr ivacy model tha t  i s  being used and capture the l ikel ihood and impact  of  

ident ifying  a  data pr inc ipal  in  a  g iven  opera t ional  contex t .  For  publ ic  data,  th e  

threshold  can  be  based on maximum r isk;  for  non -public  da ta,  the  thresho ld can be  

based  on average r i sk.  

可識別性能依循標準風險模型進行量化，其中識別機率 (風險發生之可能性 )等

於在給定威脅下識別的機率乘以威脅實現之機率。亦即，  

Identif iab il i ty  can be quantif ied fo l lowing a  standard r i sk model where th e  

probabil i ty  of  iden tif ica t ion ( the  l ike lihood  of  a  r i sk)  i s  g iven by  the probabil i ty  

of  ident if icat ion given a threa t  t imes the probabil i ty  of  a  threa t  being real ized.  

That  is ,  
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P (識別 )  =  P (識別 |威脅 )  ×  P (威脅 )。  

備考：  條件機率 P(A |  B)係指於已知 B 之情況下，A 發生的機率，或於 B 發生

之情況下，A 發生的機率。  

P( ident if icat ion)  =  P( identif ica t ion |  threat)  × P( threa t) .  

NOTE The condi t ional  p robabil i ty,  P(A |  B) ,  i s  the probabil i ty  of  A g iven B,  or  the  

probabil i ty  tha t  A wil l  occur  on the condit ion that  B occurs.  

附錄 B 彙總公認之可識別性臨限值。  

Annex B summarizes well -es tabl i shed iden tif iab il i ty  thresholds.  

保管者可使用主觀及客觀準則，以影響影響力之評估，此評估可依 6.3 所列項

目。若影響力視為高，則決策宜較傾向於採用較低之臨限值。反之，若影響力

視為低，則可接受較高之臨限值。  

A subject ive and objec tive cr i ter ion may  be used  by the custodian to  inf luence the  

evalua tion  of  impact ,  which may be based on  the i tems l i sted in  6 .3 .  I f  the impact  

is  deemed to  be  high,  that  should skew the  decis ion more toward a lower  threshold.  

On the o ther  hand,  i f  the impact  i s  deemed to  be low, a  higher  threshold would  be  

accep tab le.  

當評估可識別性時，可將下列要件納入考量：  

－  分析經分享資料對資料當事人或社會帶來何等合法利益？  

－  資料是否高度詳細、高度敏感且具個人本質？   

－  不適切處理資料可能對資料當事人造成何等潛在傷害？  

－  資料當事人核可揭露資料之適切性為何？  

The fol lowing e lements may be taken into  account when assess ing ident i f iabi l i ty :  

－  What are the leg it imate  benefi t s  to  data pr inc ipals or  soc ie ty  from analysing  

the shared  da ta?  

－  Are the da ta h ighly  deta i led,  are  they  high ly sensi t ive and personal  in  na ture?  

－  What is  the  poten tial  in jury to  da ta pr inc ipa ls  f rom an inappropriate  processing  

of  the data?  

－  What i s  the appropr iateness of  approval  by da ta pr inc ipals for  d isclos in g the 

data?  

臨限值亦可能依資料分析對個體之益處進行調整。  

The thresho ld can also be adjusted based on the benef i t s  to  ent i t ies f rom analys is  

of  the data .  

例：  對於政府部門在保管者內部重新使用資料，以改善對其公民及居民之服務，

或對於贊助者在保管者外部重新使用醫學試驗資料，以開發或改善相關疾

病的治療方法，可證實較高之臨限值係屬合理。  

EXAMPLE A h igher  thresho ld,  can be jus t if ied  for  the interna l  reuse,  within the  

custodian ,  of  data by a government department improving services for  their  ci t izens  

and res iden ts ,  or  for  externa l  reuse,  outs ide the  custod ian,  of  medical  t r ial s  da ta  
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by the sponsor  for  the purposes of  developi ng or  improving trea tments of  rela ted  

diseases.  

於示例中提及之 2 種情況下，資料當事人可能預期資料的相容或合法之重新使

用。然而，重要的是切實展現此對個體具潛在益處，且各方之期望一致。否則，

於符合適切法律依據之情況下，可使用假名化，同時維持資料的可識別本質，

而非將移除資料之可識別本質的去識別化。  

In  both cases mentioned in  the example ,  data  pr incipals are l ike ly to  expect  

compat ib le  or  leg it imate  reuses of  data .  I t  i s ,  however,  impor tant  to  meaningful ly  

demonstra te  tha t  there  a re potent ia l  benefi ts  to  enti t ies ,  and  that  expectat ions  are  

al igned.  Otherwise ,  where su itab le for  the appropr ia te  lawful  basis ,  

pseudonymiza tion  can be use d  while  maintain ing the  ident if iable  na ture of  data  

ins tead  of  de- iden tif ica t ion which removes the identif iab le nature  of  da ta.  

然而，於考量可能之重新識別時，對手並不知何等名稱匹配正確。當對手試圖

查證已匹配之名稱時，可能有必要引入額外的誤差因子，以反映此不確定性。  

The adversary,  however,  does no t  know which names are correct ly  matched when  

consider ing  poss ible  re - ident if ica t ions.  When the adversary at tempts  to  ver ify  the  

names tha t  were matched,  an addit iona l  error  factor  can be necessary to  capture  

this uncerta inty.  

無論保管者使用何種可識別性措施，此等措施皆宜係公認且經測試。廣泛採用

之標準化作法，係其假設及合理性依據，更有可能經專家嚴格審查。  

Whatever  ident if iabi l i ty  measures  the custod ian uses,  they should  be well -

es tabl i shed and tested .  A standardized approach ,  adopted widely,  i s  more l ike ly to  

have assumpt ions and just if icat ions that  have been scrut inized by experts .  

8.2.3  對抗性測試  

8 .2 .3  Adversaria l  test ing  

作為對資料集可識別性進行實際評估之一部分，保管者宜使用對抗性測試或滲

透測試，藉由使用〝友善〞對手模擬攻擊，驗核所作假設。此可能既係參考性，

亦係良好之實務作法，但需技能、專業知識、時間及資源。然而，於高風險之

資料分享或發布情境中 (諸如開放資料 )，此點尤其重要。  

The custodian should use adversar ial  or  penetrat ion test ing to  va lidate assumpt ion s  

made by s imula ting  at tacks  us ing " fr iend ly"  adversar ies,  as par t  of  a  pract ical  

assessment of  a  da tase t ’s iden tif iabi l i ty.  This can be both in formative and good  

pract ice ,  but  takes ski l l  and exper t i se  as well  as t ime and resources.  I t  i s  especial ly  

important ,  however,  in  h igh r i sk da ta shar ing or  release scenar ios such as open data .  

具動機之對手可視為相對有能力、能存取外部資料資源 (諸如網際網路及公開文

件 )，並積極願意透過查詢，以發掘資訊的人。於基本分析中，通常不假設其具

專業知識或高級電腦技能，或不假設其將訴諸犯罪手段。當然，若理由充分，

且於保管者本身之揭露情境中，如此做係屬合理，則保管者可使用另一套關於

對手可能運用的知識、技能及資源型式之假設 (參照參考資料 [16]及 [19])。  
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A mot iva ted adversary can be character ized as someone who is  re la t ive ly competent ,  

who has  access  to  ex ternal  data  resources such  as  the  in ternet  and public  documents ,  

and i s  ac t ive ly wi l l ing to  make  enquir ies  to  uncover  information.  In  bas ic  analyses,  

they are not  typica lly  assumed to  have spec ia l i st  knowledge or  advanced  computer  

ski l l s ,  or  to  resor t  to  cr iminal i ty.  The  custod ian  can of  course  use  a  di ffe rent  set  of  

assumptions about the type of  knowledge sk il l s  and resources that  an adversary  

may br ing to  bear  if  they are wel l  just if ied and  to  do so makes sense within the  

custodian’s own disc losure scenar ios ( see  References [16]  and [19]) .  

對抗性測試能更精確模擬動機明確之對手可能採取的行動，其明確考量資料及

匹配中之錯誤，且依真實的資料蒐集及真實外部資料。然而，其與一特定之演

練緊密相關，因此未必能代表所有可能發生的情況。於實務中，保管者宜將資

料分析技術與對抗性測試結合，而非僅依賴其中任何一種。  

Adversar ial  test ing mimics more prec ise ly  what a  mot iva ted adversary can do,  

explici t ly  takes in to  account errors in  data and match ing,  and is  based on real  da t a  

gather ing and rea l  external  data.  However,  i t  i s  t ied very t igh tly  to  one par t icular  

exerc ise and  therefore doesn ' t  necessar i ly  represen t  al l  of  the  th ings  tha t  can  

happen.  In  pract ice,  the  custodian  should  combine da ta  ana lyt ical  techniques  with  

adversar ial  test ing rather  than rely ing sole ly  on ei ther  one.   

8.3  緩解措施  

8 .3 .1  一般  

8 .3  Mitigat ion  

8.3 .1  General  

去識別化本質上涉及下列 1 或 2 項： ( i)將提供資料之環境，或 ( i i )待提供的資料

本身。若保管者之可識別性分析 (包括全景及資料 )建議資料接收者需較強之控

制措施，則保管者應建議資料接收者重新組態設定資料環境或變更資料。此外，

於決定採用何種作法時，宜注意，表面揭露 (即看似發生揭露，即使實際上並非

如此 )，有時對保管者造成之損害可能與實際揭露同樣嚴重。一旦套用緩解措施，

宜藉由與臨限值進行比較，以重新評估可識別性。  

De-ident if icat ion essen t ial ly  a t tends to  e i ther  or  both of  i)  the env ironment in  

which the da ta wi l l  be made ava ilable,  or  i i )  the data to  be made avai lable.  I f  the  

custodian’s identi f iab il i ty  ana lys is (con text  and data)  suggests tha t  the da ta  

recip ien t  needs  s tronger  contro ls,  the custodian sha ll  suggest  to  the da ta  rec ipien t  

to  reconfigure  the da ta environment,  or  change  the data.  Also ,  in  dec iding on wha t  

approaches to  app ly,  note tha t  apparen t  disc losure s ( in  which there seems to  be a  

disclosure,  even if  that ’s no t  the case)  can sometimes be jus t  as harmful to  a  

cus todian  as  ac tua l  d isclosures.  Once mi tiga tion measures  have been  appl ied,  

ident if iabi l i ty  should be  re -eva lua ted by compar ing with  the thresho ld .   

8.3.2  重新組態設定環境  

8 .3 .2  Reconf iguring the  environment  
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重新組態設定環境，本質上涉及控制誰具存取權限、如何存取資料及存取目的。

例：  

Reconfigur ing the environment essen tia l ly  invo lves contro ll ing who has access,  

how they access the data and for  what purposes.  For  example:  

－  僅容許於保管者本身之安全環境 (虛擬或實體資料隔離區 )內存取。  

－  規定資料所必要之安全等級。  

－  規定所有分析輸出，於其發布前，均須經保管者核對並批准。  

－  規定可存取資料之人員。  

－  規定其他組織性之緩解措施，諸如所要求的教育訓練及契約義務。  

－  allowing  access on ly wi thin the  custod ian’s  own secure  env ironment (v ir tua l  

or  physica l  da ta enclaves) ;  

－  spec ifying  the  requ is i te  leve l  of  securi ty  for  the data ;  

－  spec ifying that  al l  ana lytica l  outputs be checked and sanct ioned by the  

custodian  before  they  are published;  

－  spec ifying  persons who may access  the  data;  

－  spec ifying o ther  o rgan izational  mit igat ion measures such as required training  

and contrac tual  obl igat ions.  

對環境實施控制措施或加強控制措施，往往對風險產生相當顯著之影響，例：

通常排除特定形式的攻擊，因此，若資料係屬敏感，則此等控制措施當然值得

考量。  

Placing  or  t igh ten ing controls on  the env ironment tends to  have qu ite  s ignif ican t  

effects on the r isk ,  of ten  ruling ou t  par t icular  forms of  at tack,  for  example,  and so  

if  the da ta are sensi t ive these con trols are cer tainly wor th consider ing .   

8.3.3  轉換資料  

8 .3 .3  Transforming the  data  

通常，保管者從相當固定之存取、分享或發布環境的初步方案開始，並依自身

之使用案例，對將提供予資料接收者的資料進行變更。保管者宜從屬性型式開

始：  

Usual ly  the custodian star t s  f rom a  fa ir ly  f ixed proposa l  of  what  the  access,  shar ing  

or  release environment i s ,  and sha ll  work on changing the da ta to  be made avai lab le  

to  the data rec ipien t  with  the custod ian’s use case in  mind.  The custodian should  

star t  wi th  the a t tr ibute types:  

－  直接識別符宜藉由抑制或替換為非依識別資訊之隨機值或假名，予以消除

(且於高風險資料存取、共用或發布情境中不可逆，諸如公開資料發布 )。  

－  間接識別符宜於無需資訊時，藉由抑制消除，或若要求將揭露風險降低至適

切等級 (依保管者之情境 )，則使用下述技術進行轉換。  

－  敏感資訊宜於無需資訊時，藉由抑制消除，或若要求將傷害或損害風險降低

至適切等級，則使用下述技術進行轉換。  



 

－ 30－  

 

CNS 27559(草 -制 1150246):2026 

－  Direct  ident if ier s should be el iminated by suppression ,  or  by replacing  them 

with random values or  pseudonyms that  are  not  based  on the iden t ifying  

information (and ir reversib le  in  high -r i sk da ta access,  shar ing  or  release  

scenarios,  such as publ ic  data re leases) .  

－  Indirec t  iden ti f ier s should be el iminated by suppression if  the informat ion i s  

not  needed,  or  t ransformed us ing techniques descr ibed below i f  requ i red to  

reduce  the  r isk  of  d isc losure  to  an  appropr iate  level  (based on  the custod ian’s  

scenario) .  

－  Sensi t ive information  should be  e l iminated by  suppression  if  the information  

is  not  needed,  or  t ransformed us ing techniques descr ibed be low if  required to  

reduce the r i sk of  in jury  or  harms to  an appropriate  leve l .  

一般而言，保管者宜能透過 CNS 20889 中所述之概化、抑制及取樣，將可識別

性降低至適切等級，因此等方法較易於理解，且若使用正確，則可對可識別性

產生有意義影響。  

In  genera l ,  the  custod ian should be able to  reduce ident if iabi l i ty  to  an appropriate  

leve l  through genera liza t ion,  suppress ion,  and sampling  as  descr ibed in  ISO/IEC 

20889 because these methods are easier  to  unders tand and can have meaningfu l  

impact  on ident if iabi l i ty  if  used correc tly.  

－  概化，藉由增加數值區間大小或合併資訊種類，以降低所提供資訊之詳細程

度。  

－  抑制，從提供予資料接收者之資料集中，排除某些屬性，從而完全消除該等

資訊於考量之外。  

－  取樣，從提供之資料集中移除個體，導致無法確定特定母體單位是否實際包

含於資料中。  

－  General iza t ion reduces the leve l  of  de ta i l  of  the informat ion provided,  by  

increas ing the s ize o f  numerical  in te rvals or  merging ca tegor ies of  information .  

－  Suppression excludes cer tain  at t r ibu tes f rom the  datase t  made avai lable to  the  

data rec ipien t ,  e l iminating that  informat ion en ti rely  f rom considerat ion.  

－  Sampling removes ent i t ies f rom the da tase t  being made avai lab le,  which  

crea tes uncer ta inty that  a  par t icular  popula t ion unit  i s  actua lly  represen ted in  

the da ta.  

如 CNS 20889 所述，主要替代方案係各種形式之資料失真，即透過操縱資料，

俾干擾揭露策略，從而使對手無法確定攻擊是否成功的技術。應用資料失真，

可能以不可預測且不透明之方式，影響資料效用，並使保管者面臨是否分享或

發布關於失真的資訊的困難問題。雖存在複雜作法 (例：合成資料 )，然非屬本標

準範圍。  

The main  al ternat ives as descr ibed in  ISO/IEC 20889 are var ious forms of  da ta  

dis tor t ion,  techniques  that  manipu la te  the  data in  order  to  fo i l  d isc losure  strateg ies  
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so that  an adversary cannot be cer tain  tha t  an  at tack was successfu l .  Applying data  

dis tor t ion can affect  da ta ut i l i ty  in  an unpred ic table and non - transparen t  manner  

and leaves the custod ian  wi th  the di ff icul t  quest ion about  whether  or  no t  to  share  

or  release information about the dis tor t ion.  Sophis t icated approaches exist  (e .g .  

synthet ic  da ta)  bu t  a re outs ide the scope of  t his document.   

8.3.4  重新評估  

8 .3 .4  Re-evaluat ion  

保管者可重新運行其可識別性量測，俾查看重新組態設定環境或變更資料，對

可識別性之影響。許多資料隱私模型亦指導保管者選擇資料轉換方式，前提是

保管者已將其資料分享或發布之全景納入考量。  

The custodian can  rerun the ir  ident if iab il i ty  measurements in  order  to  see what  

impact  reconf iguring the environment or  changing the data has on ident if iab il i ty.  

Many da ta p r ivacy models a lso  guide the custodian through the se lec t ion of  data  

transformations,  prov ided the custodian has already taken in to  considerat ion the  

contex t  of  the custodian’s data shar in g  or  re lease.   

9.  去識別化治理  

9 .1  一般  

9  De- ident if icat ion governance  

9.1  General  

去識別化治理包含 3 大支柱：人員、過程及技術。去識別化治理框架中之人員

及過程均由所使用的技術支援及啟用。保管者應正式制定並定期審查與其資料

處理活動相關之治理，以及其於資料安全、處理、管理、儲存、分享或發布方

面的原則、政策及程序。此等措施判定於資料提供前後，如何管理使用者與資

料之關係，以及於發生揭露時需採取的步驟。  

De-ident if icat ion governance comprises th ree  pi l lar s:  persons,  process and  

technology.  Persons  and processes  of  a  de - ident if ica t ion governance framework are  

supported and enabled by the technology used.  The custod ian sha ll  formalize and  

per iodica lly  review governance  re lated to  i t s  data  processing  ac tiv i t ies and  i t s  

pr incip les,  pol ic ies,  and  procedures for  data securi ty,  handl ing,  management and  

storage,  and shar ing or  release.  These  determine how u sers '  re lat ionships  wi th  the  

data  are  managed  before  and  af ter  data are  made  ava ilable  and  the s teps needed  in  

the event  of  a  d isclosure .  

與資料分享相關之原則、政策及程序，宜與保管者較廣泛的資訊及資料安全實

務作法相整合，並納入其中。  

The pr incip les,  pol icies and procedures rela ted  to  data shar ing should  be  integrated  

with ,  and  incorpora ted into ,  the  custod ian’s  wider  informat ion and da ta secur i ty  

pract ices.   

9.2  資料提供前  

9 .2 .1  一般  
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9.2  Before  data  are made available  

9 .2 .1  General  

於提供資料前，宜備妥相對應之組織結構，以確保未來風險維持在可忽略不計

的程度。宜評估共享之必要性、相稱性及其法律依據。  

Organ izat ional  s tructures should be in  place before da ta are made available to  

ensure r i sks remain neg l igible go ing forward.  The necess i ty  and the proport iona li ty  

of  the shar ing,  and the legal  premises to  do so should be assessed.  

9.2.2  指定角色及責任  

9 .2 .2  Assigning ro les and respon sibi l it ies  

宜判定保管者內部各成員之角色及責任。  

－  指派負責人，負責授權及監督揭露控制過程，並確保其具履行此責任必要之

技能及知識。  

－  確保所有相關員工皆接受過合適之教育訓練，並瞭解其於資料處理、管理、

分享及發布方面的責任。教育訓練形式包括：  

－  關於保管者資料處理活動原則及程序之內部教育訓練。  

－  關於諸如揭露控制議題及技術、資料安全、資料保護法等核心要素之外

部教育訓練。  

－  實施員工保密協議。  

Individual  ro les and responsib il i t ies with in a  custod ian should be determined.  

－  Identify  a  person who is  responsib le  for  au thorizing  and oversee ing the  

disclosure con tro l  process and ensure that  they have the necessary ski l l s  and  

knowledge to  do th is .  

－  Ensure  that  a l l  re leva nt  staff  are su itably  t rained  and  unders tand  the ir  

responsib il i t ies fo r  da ta handling,  management,  shar ing and re leas ing.  This can  

take the form of:  

－  in-house tra ining on the  pr incip les and procedures of  the custodian’s da ta    

process ing act ivi t ies ;  

－  external  t rain ing on core factors such as disc losure contro l  i ssues and 

techniques,  da ta  securi ty,  da ta  pro tec tion  law e tc. ;  

－  implement ing a  s ta ff  non -disclosure  agreement.   

9.2.3  制定原則、政策及程序  

9 .2 .3  Establ ishing principles,  po lic ies and proced ures  

保管者用於提供資料之內部結構，宜包括涵蓋下列的原則、政策及程序：  

A custodian ' s  in ternal  s tructures for  making data  ava ilable  should include  

pr incip les,  po licies and procedures that  cover :  

－  整個去識別化過程。  

－  監視每次資料發布所帶來之未來風險隱患。  

－  涵蓋保管者所有與其資料保護政策及程序相關之運作活動，維護全面的紀
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錄保存系統，以確保具清晰之稽核存底。  

－  對保管者之所有資料產品或整個組織進行隱私衝擊評鑑 (PIA)。 PIA 可：  

－  協助保管者知悉並因應所有特定之隱私議題。  

－  確保保管者活動之透明度，  

－  提升對保管者所作所為之信任。  

－  協助保管者遵循相關隱私法規。  

－  識別並處理揭露控制可能有問題之案例。保管者亦宜考量於 (處理疑難案例

之 )過程中何時，保管者宜尋求諸如監理機關或去識別化專家等機關 (構 )的

協助及建議。  

－  處理非蓄意揭露。依保管者之特定需要，宜考量針對不同的潛在非蓄意揭露，

制定個別之政策，或制定單一的政策。無論選擇何種方式，保管者皆宜考量非

蓄意揭露可能發生之方式及相對應的應對措施。  

－  The whole de - iden ti f icat ion process.  

－  Monitor ing fu ture r i sk implicat ions for  each data release.  

－  Mainta ining a comprehensive record -keep ing system across a l l  the  custodian’s  

operat iona l  act ivi t ies re lated to  their  data pro tection  pol icies and  procedures  

to  ensure there i s  a  clear  audi t  t rai l .  

－  Undertaking  a pr ivacy impact  assessment  (PIA)  for  a l l  the  custod ian’s  data  

products or  across  the  o rganiza tion as a  whole .  A PIA can:  

－  help  the custodian  be aware o f  and address  any  par t icular  pr ivacy i ssues,  

－  ensure the  transparency  of  the custodian’s act ivi t ies,  

－  promote trust  in  what the custod ian does,  and  

－  help  the custodian  to  comply with  relevan t  pr ivacy leg isla t i on .  

－  Identify ing and dea ling with  cases where disclosure contro l  can be problemat ic .  

The custod ian should a lso consider  at  what  point  in  the  process ( in  dealing  

with  a  di ff icul t  case)  the custodian  should  seek  external  help  and  advice  from 

bodies such as a  regu lator  or  de - ident if icat ion experts .  

－  Dealing wi th  un intended  disclosures.  Depending  on the  custod ian’s  par t icular  

needs ,  i t  should  consider  developing  separa te  policies related to  di fferent  

potent ia l  un intended d isc losures,  or  develop  a  s ingle po lic y.  Whichever  i s  

chosen ,  the custodian should consider  how an un intended d isclosure  can  occur  

and how it  wi l l  respond.   

9.2.4  識別及管理資料揭露  

9 .2 .4  Ident ifying and managing a data disc losure  

保管者宜瞭解何為資料揭露，並識別出降低此種事件發生可能性之方式。保管

者宜：  

A custod ian should understand what a  da ta disc losure i s  and ident ify  ways  to  reduce  

the l ike lihood of  such an occurrence.  The  custodian should :  
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－  定義資料揭露。區分全景與資料可支援較細緻評估是否要求進行事件調查，

以及資料揭露之可能性 (參照表 1)。  

－  識別與保管者資料狀況相關之資料揭露型式。  

－  識別可能導致揭露之因素，諸如將未加密的光碟帶出工作場所後遺失，或非

蓄意將資料透過電子郵件傳送予錯誤的收件者。全盤思考各種可能之揭露

情境，能非常有用於協助保管者識別揭露如何源自於其日常處理活動，以及

亦可能發生的錯誤、程序違規或惡意行為。  

－  制定措施以限制 /避免可能導致 /促成揭露之因素。  

－  明定保管者將如何處理違反此等措施之情事。  

－  Define a  data  d isclosure.  Making  a  dis t inct ion between  context  and  da ta can  

support  a  more  nuanced eva luat ion of  whether  an inc ident  invest igat ion i s  

required,  and the possib il i ty  of  a  da ta d isclosure  (see Table 1) .  

－  Identify  the types of  da ta disclosure re levant  to  the custod ian’s da ta si tuation.  

－  Identify  those factors  l ikely  to  lead  to  a  disc losure,  such  as the  loss  of  an  

unencrypted disc taken out  of  the workplace or  the acc idental  emai l ing of  data  

to  the wrong person.  Thinking through a range of  possib le disclosure scenarios  

can be very useful  in  helping the custod ian ident ify  how a disc losure can  ar ise  

f rom their  usual  processing  ac tiv i t ies,  as wel l  as  what  errors,  procedura l  

viola t ions or  mal ic ious intent  can also occur.  

－  Establ i sh measures to  l imi t /aver t  those factors  l ikely to  lead to/faci l i ta te  a  

disclosure.  

－  Establ i sh how the custodian wil l  address  vio lat ions of  these measures.   

 

表 1 經去識別化資料之事件及漏洞情境  

 事件  漏洞  

全景  評估全景漏洞之可能性  評估揭露之可能性  

資料  評估資料揭露之可能性  評估揭露之影響  

 

Table 1  − Incident and breach scenarios for de - ident if ied data  

 Incident Breach 

Context Evaluate likelihood of context 

breach 

Evaluate likelihood of 

disclosure 

Data Evaluate likelihood of data 

disclosure 

Evaluate impact of disclosure 

 

9.2.5  與利害相關者進行溝通  

9 .2 .5  Communicating with stakeholders  

保管者宜與利害相關者進行互動及溝通，以判定其希望瞭解何等關於保管者之



 

 

CNS 27559(草 -制 1150246):2026 

－ 35－  

處理活動，並判定分享資訊的適切程度之構成要素為何。利害相關者可能希望

瞭解保管者處理活動之〝內容〞，諸如處理何等資料或於何等環境中進行處理。

其亦可能希望瞭解保管者處理活動之〝如何〞，諸如如何避免揭露或保管者如何

判定環境係屬安全。此等解釋不宜揭示可能協助對手攻擊系統之安全相關資訊，

且宜以不揭示商業秘密或商業上、技術上敏感細節的方式進行。  

The custodian should  engage and communicate with  s takeholders  to  determine what  

they would  l ike  to  know about the  custod ian’s  process ing act ivi t ies  and  to  

determine what consti tutes an appropriate  leve l  o f  information to  share.  I t  is  l ike ly  

that  stakeholders want to  know the “what〞 of  the  custod ian’s processing activ i t ies ,  

such as what da ta,  or  in  which environmen ts.  They are a lso l ikely to  want to  know 

the “how〞  of  the custodian’s process ing act iv i t ies,  such as how disc losures are 

avoided or  how the custod ian de termines an  environment to  be safe.  Such  

explanations should no t  expose securi ty -re la ted information  tha t  can  ass is t  an  

adversary in  at tack ing the sys tem and should be  done a  way that  does not  expose  

trade secre ts ,  or  commercia l ly  or  technical ly  sensi t ive de tai l s .   

9.3  資料提供後  

9 .3 .1  一般  

9 .3  After data are made available  

9 .3 .1  General  

雖保管者之資料於提供時，可視為安全，然於中期內，情況可能並非如此。  

Whi le  the  custod ian’s data  can  be considered safe a t  the t ime of  i t s  being made  

avai lable,  i t  i s  poss ible  that  th is  i s  not  the case in  the  medium term.  

9.3.2  監視資料環境  

9 .3 .2  Monitor ing the data environment  

隨著 IT 能力之持續進步、支援對資料更高層次的存取權限與其分析容量，以及

可用資料量之不斷增加，意味著保管者宜考量其提供資料所處的資料環境可能

發生之變化。可採取之措施包括：  

Cont inuing  advancements in  IT capabil i t ies,  support ing  ever -greater  access to  data  

and capac ity  fo r  their  analysis,  and an  ever - increasing amount  of  avai lable  data,  

mean that  the  custod ian should consider  the potent ia l  for  change in  the data  

environment in  which the custod ian  has made  data avai lab le.  Possib le ac t ions  

include:  

－  維護保管者所提供之所有資料的清冊。  

－  追蹤經分享資料之直接接收者。  

－  將擬議之分享及發布活動與過往的分享及發布活動進行比較，以考量不同

發布間可能存在之關聯，從而導致揭露。  

－  持續關注資料環境之變化及其對所存取、分享或發布資料的影響。例：  

－  藉由例：閱讀技術期刊 /部落格、收聽相關播客或參加相關活動等方式，
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隨時瞭解可能影響保管者資料狀況之新技術及安全的發展動態。  

－  藉由與諸如行業群組及相關資料保護或隱私機構等相關保管者互動，監

視關於資料分享、發布及傳播之法律或指引的變更。  

－  藉由例：審查網際網路上可用之資訊，並透過諸如公共清冊、本地社區

紀錄、房產仲介清單、專業清冊、圖書館等更多傳統來源，持續追蹤目

前及新的潛在識別屬性公共資料來源。  

－  進行定期對抗性測試 (參照 8.2.3)。  

－  Keeping a register  of  al l  the da ta the custod ian has made avai lab le.  

－  Keeping track of  d irect  recip ien ts o f  shared data .  

－  Compar ing proposed share and re lease ac t iv i t ies to  past  shares and releases to  

take account of  the possib il i ty  of  l inkage between re leases lead ing to  a  

disclosure.  

－  Mainta ining awareness of  changes in  the da ta environment and how these can  

impact  their  accessed,  shared or  released da ta .  For  example:  

－  keeping  abreas t  o f  developments in  new technologies and  secur i ty  that  can  

affect  the custod ian’s data si tua tion by,  for  example,  read ing technology 

journals /blogs,  l i stening  to  re levan t  podcasts or  at tending relevant  even ts;  

－  monitor ing changes in  the law or  guidance on  data shar ing,  releasing  and 

dissemination  by engaging wi th  re levan t  cus todians such  as industry  groups  

and the relevan t  da ta protec tion or  pr ivacy au thori ty ;  and  

－  keeping track of  current  and new public  data sources of  pot en tial ly  

ident ifying at tr ibu tes by,  for  example,  rev iewing  the informat ion ava ilab le  

on the interne t  and through more trad it ional  sources  such as public  reg isters ,  

loca l  community  records,  es tate  agen ts’ l is t s ,  profess ional  regis ters,  the  

l ibrary,  etc .  

－  Performing per iodic adversar ia l  test ing ( see 8 .2 .3)   

9.4  事件發生時之緩解措施  

9 .4  Mitigat ion in case o f  incident  

為降低揭露發生時之影響，保管者應能對資料揭露做出回應，並付諸行動計畫，

包括：  

To reduce the impact  if  a  disclosure were to  occur ,  cus todians sha ll  be ab le  to  respond 

to  a  da ta d isc losure and pu t  the ir  p lans in to  act ion,  inc luding :  

－  遏止資料外洩。  

－  評估並處理所有持續存在之風險。  

－  向主管機關通報資料外洩事件，並於要求時，向資料當事人報告。  

－  檢討並吸取教訓。  

－  適用時，實施緩解措施，以減輕對資料當事人造成之所有傷害或損害。  

－  conta ining a breach;  
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－  assessing and deal ing wi th  any ongoing r i sk ;  

－  report ing the breach to  the competen t  author i t ies and,  i f  requi red,  to  the data  

pr incipals;  

－  reviewing and learn ing lessons;  

－  as appl icab le,  implement ing mi tigat ion measures for  any in jury or  harm to  a  data 

pr incipal .  

保管者應備妥能協助處理非蓄意揭露之機制。此包括備妥有效之治理政策及程序，

本質上敘明誰做什麼、何時做及如何做，並整體上支援透明文化。  

Custod ians sha ll  pu t  in  place mechanisms tha t  can he lp deal  wi th  an  unintended  

disclosure.  This inc ludes having effect ive governance  pol icies and procedures in  

place  which essent ial ly  identify  who does what ,  when and how, and  generally  support  

a  cul ture of  transparency.  

－  保管者應確保其具強健之稽核存底：此展現保管者已依循所有正確程序，並

識別出於其處理活動中 (若有 )有必要於何處進行變更，以防止類似事件再次

發生。  

－  保管者應制定危機管理政策：此政策宜敘明關鍵角色及責任，並詳細制定行

動計畫。  

－  The custod ian shal l  ensure i t  has a  robust  aud it  t rai l :  This demonst rates that  the  

custodian has fo l lowed al l  cor rec t  proced ures ,  and ident if ies where,  i f  a t  a l l ,  in  

their  processing ac tiv i t ies i t  can be  necessary  to  make  changes to  prevent  a  

similar  occurrence.  

－  The custodian  sha ll  have  a cr i si s  management po l icy:  This policy should identify  

key roles and responsib i l i t ies and  de tai l  an ac t ion plan.  

保管者應確保對其處理活動進行定期審查。  

The custod ian shal l  ensure i t  under takes a  per iodic rev iew of  the ir  process ing  

act ivi t ies.  
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附錄 A 

(參考 )  

識別符示例  

Annex A 

 ( informative)  

Example identif iers  

 

直接識別符可能係於給定運作全景中，唯一識別資料當事人之所有識別號碼、特性

或代碼。常見之直接識別符包括 (但不限於 )：  

A d irec t  iden tif ier  can  be any  ident ifying  number,  charac ter i st ic  o r  code that  uniquely  

ident if ies  a  data  pr inc ipal  in  a  g iven opera t ional  con tex t .  Common d irec t  ident if iers  

include,  but  are  not  l imi ted to :  

(a)  姓名。  

(b)  國民身分證統一編號。  

(c)  護照號碼。  

(d)  駕照號碼。  

(e)  詳細地址。  

( f )  電子郵件位址。  

(g)  電話號碼。  

(h)  傳真號碼。  

( i )  銀行帳號。  

( j )  車輛識別號碼及序號，包括車牌號碼。  

(k)  社會安全號碼。  

( l )  健保卡號碼。  

(m)  病歷號。  

(n)  裝置識別碼及序號。  

(o)  生物特徵辨識碼，包括指紋及聲紋等。  

(p)  完整臉部照片及任何其他可比較圖像對。  

(q)  帳號、證書號碼或許可證號碼。  

( r )  網際網路協定 ( IP)位址號碼。  

(s)  網頁統一資源定位符 (URL)。  

a)  Name 

b)  Civ il  iden tif icat ion numb er  

c)  Passport  number  

d)  Driver 's  l icense number  

e)  Address  detai l s  

f )  Emai l  address  

g)  Phone number  
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h)  Fax number  

i)  Bank account  

j )  Vehicle  iden ti f ier s and ser ia l  numbers,  inc luding  l icense p late  numbers  

k)  Social  securi ty  number  

l)  Health  card number  

m) Medical  record  number  

n)  Device ident if ier  and  ser ial  number  

o)  Biometr ic  iden tif ica t ion  codes,  includ ing f ingerprints and  voice pr in ts,  e tc .  

p)  Ful l  face p icture images  and any o ther  comparab le pa ir s of  images  

q)  Account number ,  cer t i f icate  numb er or  l icense  number  

r )  Interne t  pro tocol  ( IP)  address number  

s)  Web un iversa l  resource loca tors  (URLs)  

間接識別符可能係於運作全景中，單獨無法唯一識別資料當事人之任何屬性，但與

其他資訊結合後，能唯一識別資料當事人。常見之間接識別符包括 (但不限於 )：  

An ind irect  iden tif ier  can be any a t tr ibute  tha t  does no t  uniquely identify  the  da ta 

pr incipal  a lone  in  the operat iona l  con tex t ,  but  in  combination  with  o ther  informat ion can  

uniquely  ident ify  the data  pr inc ipa l .  Common indirect  iden ti f ier s  inc lude,  but  are no t  

l imited  to :  

(a)  性別。  

(b)  出生日期或年齡。  

(c)  事件日期 (例：入院、手術、出院、就診相關日期 )。  

(d)  地理範圍 (例：郵遞區號、建物名稱、地區 )。  

(e)  族裔背景。  

( f )  國籍、出生地。  

(g)  語言。  

(h)  原住民身分。  

( i )  可視少數族裔身分。  

( j )  職稱、工作單位、部門及其他職業資訊。  

(k)  婚姻狀況。  

( l )  教育程度。  

(m) 受教育年限。  

(n)  總收入。  

(o)  宗教信仰。  

(p)  家庭用電量。  

a)  Gender  

b)  Date of  b ir th  or  age  

c)  Date of  event  (e .g .  admission,  surgery,  discharge,  visi t - re la ted date)  

d)  Geographic range (e .g .  z ip  code,  bui lding name,  region)  

e)  Ethnic or ig in  
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f )  Nat ionali ty ,  p lace  of  or igin  

g)  Language  

h)  Aborig inal  iden ti ty  

i )  Visib le  minori ty  status  

j )  Job t i t le ,  work un it ,  departmen t and  other  occupational  information  

k)  Mari ta l  sta tus  

l )  Educat ion leve l  

m)  Years of  school ing  

n)  Tota l  revenue  

o)  Relig ious  bel ief s  

p)  Power consumption of  a  household  
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附錄 B 

(參考 )  

臨限值可識別性效標示例  

Annex B 

 ( informative)  

Example threshold identif iabil ity  benchmarks  

 

B.1  可識別唯一項  

B.1  Identif iable uniques  

對於任何合理複雜度之情境，用以對特定威脅進行建模之間接識別符子集，皆將

導致非 0 之可識別性度量值。此係由於估計之本質所致，因此，從科學角度來看，

臨限值宜視為對不確定性之許可差。下列係於運作全景中，應用於可識別性度量

值時，估計不確定性所建立之臨限值示例。  

The subset  of  ind irec t  iden tif ier s  tha t  are  used to  model a  specif ic  threat ,  for  

scenarios  of  any  reasonable complexi ty,  resul t  in  a  measure  of  iden tif iabi l i ty  that  i s  

non-zero.  This  i s  due to  the na ture  of  es t imat ion,  and th resholds should therefore  be  

considered a tolerance on uncerta inty from a scien tif ic  perspect ive.  The following  

are examples  of  es tab li shed thresho lds in  the est imat ion of  uncer ta inty  as app lied to  

ident if iabi l i ty  measures in  an operat iona l  con tex t .  

表 B.1 彙總僅從樣本中估計出可識別唯一項之公認臨限值 (參照參考資料 [14]及

[20])。此等特定臨限值不宜詮釋為母體中唯一項之比例。反之，此等臨限值代表

於估計樣本中唯一項可識別性時，可接受之不確定程度 (可將其詮釋為，於樣本中

存在唯一匹配之情況下，從母體中找到正確匹配的機率 )。若母體中存在真正之唯

一項，則隨著取樣比例趨近於  1，風險值將趨近於  1。  

Table B.1  summar izes  well -es tab li shed  thresholds for  ident if iable un iques  es t imated  

from only  a  sample ( see References [14]  and  [20]) .  These par t icu lar  thresho lds  

should no t  be  in terpre ted as the proport ion of  uniques in  the  popula t ion.  Rather,  

these th resholds represent  an accep tab le degree  of  uncertain ty in  the es t imation  of  

ident if iabi l i ty  for  uniques in  the sample ( they can be interpre ted as  the probabil i ty  

of  a  correct  match from the populat ion given a unique match in  the sample) .  I f  ther e  

are true populat ion uniques,  r i sk  goes to  1  as sampling frac t ion goes  to  1 .  
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表 B.1 唯一項效標臨限值 (對樣本中個體之攻擊 )  

情境  全景 (矩陣 )  臨限值  

公開  攻擊可能性高，影響低。  平均值 0.005  

 攻擊可能性高，影響中。  平均值 0.001  

 攻擊可能性高，影響高。  平均值 0.0005  

非公開  攻擊可能性低至中，影響低至中。  平均值 0.1  

 攻擊可能性中，影響中。  平均值 0.05  

 攻擊可能性中至高，影響中至高。  平均值 0.005  

 

Table B.1  − Benchmark thresholds  for uniques  (attack of  enti ty  in sample)  

Scenario Context (matrix) Threshold 

Public High possibility of attack, low impact Avg 0,005 

 High possibility of attack, medium impact Avg 0,001 

 High possibility of attack, high impact Avg 0,000 5 

Non-public Low-med possibility of attack, low-medium impact Avg 0,1 

 Medium possibility of attack, medium impact Avg 0,05 

 Medium-high possibility of attack, medium-high 

impact 

Avg 0,005 

 

B.2  可識別群組  

B.2 Identif iable  groups  

下列可識別性種類係依資料集中具相同識別值集之群組 (可識別群組 )的大小。對

於公開資料，機率係依任一可識別群組之最小大小。通常，可識別群組係落於 10

至 20 名資料當事人範圍內，此等資料當事人於揭露情境中，透過間接識別符進

行匹配。若對手試圖將已知資料當事人之名稱，隨機指配予可識別群組，則對手

對任一資料當事人識別正確的機率係該群組大小之倒數，依循最大可識別性的最

佳實務作法，該機率範圍為 0.1 (1 /10)至 0.05 (1/20)。對於非公開資料，該機率係

所有可識別群組之平均值 (平均可識別性 )，並包括對全景 (以及由此產生的威脅 )

之評估。表 B.2 彙總公認之可識別性臨限值 (參照參考資料 [15]、 [17]及 [18])。  

The following categories of  iden tif iab il i ty  are based on the s ize of  groups with  the  

same se t  of  ident ifying  values in  the  da tase t  (an identif iab le  group) .  For  public  da ta,  

the probabi l i ty  is  based  on the  min imum size of  any one iden tif ia ble group.  Typica lly,  

the iden tif iab le group i s  in  the range of  10 -20  data pr incipa ls tha t  match on the  

indirect  iden tif ier s in  a  disclosure scenar io .  I f  an adversary at tempts to  randomly  

assign  the names of  known da ta p r inc ipa ls  to  an  iden tif iab le group ,  the probabil i ty  

of  the adversary being  correct  for  any one da ta pr incipal  i s  the inverse of  the group  

size,  which gives  the  probabil i ty  0 ,1  (1/10)  to  0 ,05 (1/20) ,  fo l lowing  bes t  practice  

for  maximum ident if iabi l i ty.  For  non -publ ic  data,  the probabi l i ty  i s  an average across  
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all  iden ti f iab le  groups  (average iden tif iab il i ty)  and inc ludes an  assessment of  contex t  

(and thereby threa ts) .  Table B.2 summarizes well -es tab li shed  identif iab il i ty  

thresholds  ( see References [15] ,  [17]  and  [18]) .   

 

表 B.2 可識別群組之效標臨限值 (對母體或樣本中個體之攻擊 )  

情境  全景 (矩陣 )  臨限值  

公開  攻擊可能性高，影響低。  最大值 0.1  

 攻擊可能性高，影響中。  最大值 0.075  

 攻擊可能性高，影響高。  最大值 0.05  

非公開  攻擊可能性低至中，影響低至中。  平均值 0.1  

 攻擊可能性中，影響中。  平均值 0.075  

 攻擊可能性中至高，影響中至高。  平均值 0.05  

 

Table B.2  − Benchmark thresholds  for identi f iable groups (attack of  ent ity  in 

population or sample)  

Scenario Content (Matrix) Threshold 

Public High possibility of attack, low impact Max 0,1 

 High possibility of attack, medium impact Max 0,075 

 High possibility of attack, high impact Max 0,05 

Non-public Low-med possibility of attack, low-medium impact Avg 0,1 

 Medium possibility of attack, medium impact Avg 0,075 

 Medium-high possibility of attack, medium-high 

impact 

Avg 0,05 

 

對於可識別群組，試圖查證匹配名稱之不確定性，產生額外的誤差因子，預計落

於 0 至 1 之範圍內，甚至可能更低，依運作全景而定。例：對於包含 20 名資料

當事人之可識別群組，對手能正確匹配身分的機率為 0.05 (1 /20)，但查證要求估

計之查證因子 0.1，此導致 0.005 的揭露風險 (參照參考資料 [13])。  

For  iden tif iab le groups,  the uncertain ty of  at tempts to  ver ify  the names tha t  were  

matched produces an addit ional  error  factor  es t imated to  be in  the  range of  0 ,1 ,  i f  

not  lower  depending on  the  opera t ional  contex t .  For  example,  fo r  an  ident if iable 

group of  20  da ta  pr incipals,  the  probabil i ty  the adversary can  correct ly  match  an  

ident i ty  i s  0 ,05 (1/20) ,  but  to  ver ify  requ ires the es t imated ver if icat ion  factor  of  0 ,1 ,  

which  resul ts  in  a  disc losure r i sk of  0 ,005 (see Reference [13]) .  
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