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& v

Introduction

oAb — B AR F B H DR SR 2 77 20 0 8CRUR DLUE M 77 2 7 & E A B 7L B
i NBEdH R ALy 77 20 > (R 8 A mT 3k B EaR(PN) 2 fE T - 8 U) 6 F % 3% BiE Bl -
A SR EAHER B K HBE R FEA 2 EESE - R AERERERZHE &
BEEAN” & P HEFEAN” BEL 6l "EHEEAN” UEHEREN -
De-identification is one potential means for facilitating the use of personally identifiable
information (PIl) in a way that does not identify or otherwise compromise the privacy of
an individual or a group of individuals. The appropriate use of de-identification
techniques can support compliance with regulatory requirements and relevant privacy
principles. However, the term “data principal” used in this document is broader than
“PII principal” and, for example, includes organizations and computers.
REFRHRABRT » EFCEDERFTEME ANSEFHTTEN 2 FHIIER - HLEE
AHREAEYE RSN RE PIl (RmEHEFAZGEEREH - LEEAXBEHS
MY F)  WERFMMHH FOOMAEEFEERSES RN\ -NREE P - FHNsZ o
EHAMEE R EMRBEETER BN B ZRBERE N - % 8% F 0] 8 U0 % 48
ShEER - T8 2 n] gE M B EE R a5 BY D AR o % AL R BEOR B R AT ST Al - IR A
EHFUMEMHTER ZEHINER » BRFEE P DIRFEDRE 5 5w E
EATEM AN S B R A RENE -

In almost all cases de-identification requires, at the very least, an evaluation of the
additional information available to an individual or group that can inappropriately reveal
or uncover PIIl (which is referred to as an adversary, whether a data principal is identified
intentionally or not), and how they can combine it to reveal or uncover PII. In short, de-
identification requires an assessment of the environment and the circumstances in which
the data are made available to data recipients. This considers what additional information
is available to an adversary and the possibility of attacks and motivation to re-identify.
De-identification also requires an assessment of the data. This determines how the
additional information available to an adversary can be used to reveal or uncover PII and

the possibility of re-identification, or identity disclosure, by itself or attacks of inference.
2 A A AR AR R B MEHEZR 0 B DLVABE CNS 20889 th it > & k) 25 3 A1l AL 45 g 19 8
UIEA o ERFAEER  TEAREN EmBEIZMARE KT EHRETT
ECZEMNNAEERERN - WA EERHFRAER > EE - Hit - ERER
HHRERGEMREEZINIBAR  HHPHLAR - BERREZBRIEZBZINCER &
R R EHIEE - W8 1()Frr~ > 6 K 208 8 B uk 2 IR 8 & 0 1 P 3 &R T B¢
MR > MUK ERJMHEER ZFEEE - HEERFEE - B Lb)ERIIE T Z
HE®RZERESEHERH N CE G EE - B RAEEMS TN E B 2 (B
EBESRENACMEGSKEREN T O) - B LCOBRIIEEM - HE®KERE LR
MEFBHNEEHZEE  BXTIHEHERBENRE  REEBELRZSHRT - K35

—3—
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fL@BBEAS  WHEBTE=)7  BREEXNFEREIH - BB EFE 2T @HH > K
AR HlE RSB AEE T iE (R BRI AT 20 -

This document provides organizations with an implementation framework to govern the
appropriate use of data de-identification techniques described in ISO/IEC 20889. This
de-identification framework can be applied at any point in the data lifecycle: from
designing the means of data collection, the internal reuse of that data, making data
available to external partners, or archival. The data recipients can therefore be internal
or external to the data custodian that is implementing procedures and practices in
accordance with this de-identification framework. As shown in Figure 1 a), use and reuse
implies the custodian maintains oversight over the de-identified data while making it
available to an internal department or functional group. Figure 1 b) shows external
sharing, which implies the custodian maintains oversight over the de-identified data
while making it available to an external data recipient (e.g. through a virtual access
portal, or a physical data centre). Figure 1 c¢) shows external release, which implies the
custodian transfers oversight over the de-identified data to an external data recipient. In
each of these cases, the process of de-identification itself can be transferred to a third
party, separate from the custodian or recipient. Written agreements with the recipient
determine how data made available after de-identification can be used, in accordance

with applicable laws.

Custodian Custodian Custodian

- N7 N

De-identification De-identification De-identification

Data
available

Data
available

vI— \_ ] J
\ / Data recipient

Data recipient

Data
available

a) Use and reuse b) External sharing c) External release

B 1 &Efa A%
Figure 1 — Data availability
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c) External release

(c) I ER % A
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BAEE
1 Scope
ARIEAE SR BEAE 2R - P 0S8 A B 4% e =B R a a R B o DA R BLAE KR A AL E R A an
ST AH R B 2 e B -
This document provides a framework for identifying and mitigating re-identification

risks and risks associated with the lifecycle of de-identified data.

AEREFEARA RS ZHE  BEAMBITAGERLE LT ~ BUTHER
() B JE & Fl & - H R QR 2] & Ay PITFEH] 35 8¢ PIL jE 3 % - $F ¥R AL 2 34 58
Hry > HFEMEEIESERE -

This document is applicable to all types and sizes of organizations, including public
and private companies, government entities, and not-for-profit organizations, that are
PII controllers or PII processors acting on a controller’s behalf, implementing data
de-identification processes for privacy enhancing purposes.

2. I HE#E

2 Normative references
THERERAE LRSI > A AR —5 5 o T 551 A8 A a8 i (B 15
aEE) -
The following documents are referred to in the text in such a way that some or all of
their content constitutes requirements of this document. For dated references, only
the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

CNS 20889 B L 4 58 & Rk 2% 8 8 AL flr 58 B 5L i 0 3
CNS 27000 HHREIE — % % FflF — B oM % & & 7 4 % — MEI 2 3 4
CNS 29100 Bl Biflr — % &5l — RBRAER
CNS 31000 J&\ b B — 5 E A
ISO/IEC 27000, Information technology — Security techniques — Information security
management systems — Overview and vocabulary
ISO/IEC 29100, Information technology — Security techniques — Privacy framework
ISO/IEC 20889, Privacy enhancing data de-identification terminology and
classification of techniques
ISO 31000, Risk Management — Guidelines
- HERER

3 Terms and definitions
CNS 20889 ~ CNS 27000 ~ CNS 29100 ~ CNS 31000 FRriR E K THHAGER EEH A
A5
For the purposes of this document, the terms and definitions given in ISO/IEC 27000,
ISO/IEC 29100, ISO/IEC 20889, ISO 31000 and the following apply.



https://www.iso.org/obp

3.1
3.1

3.2
3.2

3.3
3.3

3.4
3.4

3.5
3.5
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ISO and IEC maintain terminology databases for use in standardization at the
following addresses:
— 1SO Online browsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at https://www.electropedia.org/

%% & (custodian)

custodian

A NS fEfe  HEFR#EENR BRE - HHSFAEE -

[# J8 : I1SO/IEC 27050-1:2019 7 3.2]

person or entity that has custody, control or possession of electronically stored

information

[SOURCE: ISO/IEC 27050-1:2019, 3.2]

%8 i & (data recipient)

data recipient

A NsaHak - BEREEEN - BH Z i H & -

person or organization by, with or to whom data is accessed, shared or released

¥t F (adversary)

adversary

il N s B AL - HAE (M & BEEIEE BN M B LRSS M -

W% REFBHMAEE T > BT WBE ARE  HEERAEMEOHE &
HEu O BEM -

individual or wunit that can, whether intentionally or not, exploit potential

vulnerabilities

Note 1 to entry: Adversary, attacker, intruder, snooper, and other similar terms are

often used interchangeably in the de-identification literature.

B & B (threat modelling)

threat modelling

REM R BAEE S o] g DU - 7528 (3.8) ~ B BHE sl fH & iR % 5 5

HEAMERBEZRMABREEMN -

[ZJE : 1257 8 ISO/IEC/IEEE 24765:2017 7 3.4290 - ]

systematic exploration technique to expose any circumstance or event having the

potential to cause harm to a system in the form of destruction, disclosure (3.8),

modification of data, or denial of service

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.4290, modified — Note 1 to entry has been

deleted.]

F& FA fEr BE SE & (privacy impact assessment, PIA)

privacy impact assessment

PIA

B 7> B B AE A BT @ & AR (P > @&~ o i > B fh - BB - T A RO 1 ET RE B AL

— 7 —
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FRZBREARE  HLHHGTFRZOWEAREHERZ -2 -

[ JF : 25T CNS 29134 3.7 - ]

overall process of identifying, analysing, evaluating, consulting, communicating and
planning the treatment of potential privacy impacts with regard to the processing of
personally identifiable information, framed within an organization’s broader risk

management framework
[SOURCE: ISO/IEC 29134:2017, 3.7, modified — Note 1 to entry has been deleted.]
.6 L EFHKHE (defined population)
.6 defined population
EHNEHEMNEZTRE  ABRNH FGIN)HMEMEEANRET -
set of elements that a dataset is drawn from that contributes to the adversary’s (3.3)
ability to identify a data principal
.7 K (sample)
.7 sample
Bk HERL T HFLEB.6)2—8 7 > KL > # 7 (3.3) ) 4 i & 1L i £ & {8
EESHENHEY -
dataset that is only a proportion of the defined population (3.6), such that an
adversary (3.3) cannot be certain that any particular entity was in it
.8 1B 8 (disclosure)
.8 disclosure
WERHTKENH 25 - B R ERE TR E &S E A a5 & -
revealing confidential or personally identifiable information from a dataset based on
a vulnerability that is found or exploited
9 B ZEE K (shared data)
.9 shared data
ERE BREERTY -HEEEE HZEENZERER -
dataset in which a fixed set of entities have been granted access to the data by the
custodian
10 &1 & ¥ (released data)
.10 released data
ERE HEREEFAHERZEHENZSEENBEFIER -
dataset in which the custodian no longer directly controls who has access to the data
11 BRI FA AL (data privacy model)
.11 data privacy model
FEF &R L@l bt 2 Fi% > skl Rt B\ ol 17 -
[ZJE : i@ CNS 20889 > 3.3 ¢ ]
approach to the application of data de-identification techniques that enables the

calculation of identifiability

[SOURCE: ISO/IEC 20889:2018, 3.3, modified — The word “formal ” and

—8—
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113

“measurement ” have been deleted from the term and "data" added, and “re-

113

identification risk“ has been replaced by “identifiability
3.12 EE & (written agreement)
3.12 written agreement

BRI F ek SR T 8 > BRI EGE R - B RTA HMIE RS # L EE

data sharing agreement, memorandum of understanding, data access request, contract

in the definition.]

and any other formally documented agreement
3.13 & ¥} #fa (data transformation)

3.13 data transformation
B Z B -
modification of the data
3.14 £ BAL & (de-identification governance)
3.14 de-identification governance
EE MR LB CBRIEZ 24 -
[ : &k E 1SO/IEC 38500:2015 7 2.8 - ]
system of directing and controlling the de-identification process
[SOURCE: ISO/IEC 38500:2015, 2.8, modified — “the de-identification process”
has been added to the definition.]
4. FREWER
4 Symbols and abbreviated terms
PIA  [& F. f# B 5F 8 (privacy impact assessment)
PII & A o] 5% B & s (personally identifiable information)
P 1 R ok B (probability function)

PIA privacy impact assessment
Pl personally identifiable information
P probability function

5. BB

5 Overview
AELEZEEHREGEFENERETRHAE ZERLTEERF  BARBREKET -
FAIAEHNEFERHEELEMZ RBWERF I - ZER DR 4 HEH
i
The goal of this document is to provide a principles-based framework to approach de-
identification, which considers procedures, risks, and harms. A principles-based
approach to de-identification is intended to be neutral on the specifics of

implementation and technologies. The framework is presented in four main parts:

- ZERE6H) HEMREURTENBR AR ZBRE XBE RS > DA EH T
o] BE B A5 {7 55 A0 B0 & R - R TR R R bR R R A Al e R i (RS 1T ek
g - EEE L R'E > DR BRI )& # -

— 09—
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— EHBGEETHEH) HERZFM o DUAE B T gE A el RS AN E G 8
REGFFE PI- Al REERBI TG 2EERENNEREAGERERER) &
H O b

— A EkRIME(S 8 &) ¢ ET A T a8k Ak 2 7 A R g R R B (T B Y K R ) B R R B
(REZHEBELT > BAEBBZER)NRE - BEREHY 20 E - DR
AR THE E AV AT A A A -

— GBHEHEIH): RREEHEZSTEWRE Y REBIESL  DIHARBRE R KK
RE — S H AR e R B A TAF > LR 1 it 48 25 3 e Bk Z A ~ WM K 2 12 P
ORI AEMR T AE -

— Context (Clause 6): An assessment of the environment and circumstances in which

the data are made available to data recipients, to determine what external
information can be available to an adversary. This implies that risk can be
managed through contextual controls as well (meaning the IT security controls,
obligations described in written agreements, and policy and governance measures).

— Data (Clause 7): An assessment of the data, to determine how the additional
information available to an adversary can be used to reveal or uncover PIl. Risk
can be managed by limiting what data are made available, and in what form that
data will be made available (by transforming the data).

— ldentifiability (Clause 8): The method of assessing identifiability is a function of
context risk (the probability of an attack) and data risk (the probability of
disclosure given that there is an attack). An appropriate tolerance shall be defined
to ensure the identifiability is below a pre-defined tolerance level.

— Governance (Clause 9): Documented procedures and practices for the custodian
to ensure the above are done consistently and effectively, now and in the future,
and the preparations that are required before, during, and after de-identified data
are made available.

EELEZERBHEEMAFEG(RE EHEP AR R UcE) Ry B A > Al a] gE

AVLEEEILBRE DRSS KETEERETZBATE - fl  TEERER

ZRMRZEEBEE  DURIEREE  UKEHBERENEFEER  ZH

Higt 2 HEROBH - BEEZETASCIGEM 7 NERE - RE &2 XS AL EH

WE R AT - B R AL nlER I MR E i AR R DL R B U R R SRS R

E 2 fiow o AR ATIREIFFREW SR EERN R Z BB KT @) H&

EEREMPE o CNS 31000 £ & B 7> & 3 4H 4% P 1 BR el B <~ §5 H 40 2 -

It can be necessary to repeat the process if the resulting de-identified data does not

meet acceptance criteria (by the custodian or intended data recipient), in an effort to

find solutions that are acceptable to both parties. For example, the privacy and
security practices for the data environment can be improved in an effort to reduce

threats and improve the utility of data that are made available to the data recipients
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based on their operational context. The entire approach can be thought of in a
somewhat linear fashion, with de-identification governance by the custodian
embodying the overall processes of context assessment, data assessment,
identifiability assessment and mitigation, and acceptance criteria, as shown in Figure
2. It is, however, possible to reorder elements based on implementation needs (e.g.
improving efficiency and scalability for specific data flows). ISO 31000 contains

guidelines on managing risk faced by organizations.
De identification governance (custodian)

Context Data Identifiability Y
Accepted?
assessment assessment assessment
No

2 BHBEEPZEHMNEER

Figure 2 — De-identification framework in practice

Data
available

Bl 2 o %o 8 0

De-identification governance (custodian) LHAIEEEUREE)
Context assessment Eol g
Data assessment &R AT A
Identifiability assessment o] gk Al S fd
Accepted? B2
Yes =
No =
Data available &R
6. ERFPAh
6 Context assessment
6.1 —{%
6.1 General
REBEFERENFERBFERBEEN 2 2R (iR GE D RS ) =7 R

HHREHRENEERA) Dz E A X8 bBRENEE -
W% AREEMERERSEIH -
The custodian shall evaluate the context in which data are being made available to a

data recipient (either by providing shared access or by giving a copy of the dataset),
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6.2
6.2

6.2.
6.2.

to help properly scope the de-identification process.

NOTE Legal requirements can apply.

HERZRS KRBT HETFHTME: EREFN - PERNBHIEE &

FHAYACRE R AR DIk mER R EREEN ZBERBE L (B UEHESE

) - FEHERELLFEEE QAR 25 E S - f o] a4 2 & ko

B &R R B R A R bR A AT 0 8 AR A AR R R AR o o I DAEE R M B 2 |

REMERGEERT FANENESEANEZE A HEE  EENERIIE

JTEEEE -

Determining this context involves a detailed assessment of the environment in which

the data are accessed, shared or released, where the data come from and their

intended use, and the circumstances under which the data are made available to a

data recipient (such as levels of transparency). These elements shall be factored, in

one form or another, into the method of assessing risk. For example, detailed

checklists can be used to categorize risk in the data environment, and be factored

into a standard risk matrix used to compare the possibility of an attack against the

impact of identifying a data principal in a given context. [t should be noted, however,

that disclosures only occur if the attack is successful.

BB B R

Threat modelling

1 —#&

1 General

DTERBMZIAES  HETHMENE=)7 BEAEERREHELCAERE

s E R EFH - 0 F A R - IR A EE A B R B AR (A A R E )
H B RERR 7 B FoAth & > DL R 5 Bl ot B 06 38 45 A (R0 4 1T 22 & 4% ) 8 it
& W1 CNS 27002 J CNS 27701 o fp 4l () #2  #5 e ~ A ALK SE) - BUfE 2 B
B IT M EEE > IR AE AR RN AR A &S > WA BN FE B
e L b (o H 2 B ) -
The custodian doing the sharing or releasing, or a third party doing an assessment,
shall use an objective and structured process to evaluate the environment in which
the data will be accessed, shared or released. This environment includes persons
and their motives (organizational and individual), other data they have access to,
and their infrastructure and governance structures (including IT security controls
such as those described in ISO/IEC 27002 and ISO/IEC 27701, access policies,
etc.). An IT audit or assessment, even self-administered, can capture a great deal
of information regarding the release environment, to help frame potential risks (in

particular, potential threats).

VE {6 FH 45 A AL 1R 05 Gl 5 1 Ry U i 8L ) > SR il ol REfe /R s 22 88 PII 2 U %2 R g -
Bt A AT AR A R L H A SN EL E R AR AT A - AL VE IR 2 B R - RN
KI5 o TBAERCE AT RE B
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A structured approach, often known as threat modelling, shall be used to assess the
risk of an attack that would reveal or uncover PII. This includes examining what
other external data sources can be available and sketching out the who, why and

how of a potential disclosure. Potential threats can be:

- BE:#HHMEAERBINBRREN T P REERGHANEABRMKT
ERER FWCERREH S HE -

— Deliberate: A targeted attempt to reveal or uncover PII in the data that are made

available to them by an insider to the group or organization that is the data

recipient.

— FEERBBEBOURGEER §:EE R %I ERHEE ) F o4 &M E R
P HEREEA -

— Accidental: A disclosure can also be unintentional, for example a data principal

being recognized while a data recipient is working with the shared or released

data.

— BERER GCOHZZMAEAER  HRED &R 88 0 Hl &R IR 58
HR B RE -

— Environmental: The data can also be lost or stolen in the case where all the

controls put in place have failed to prevent a data disclosure.

ZERRBREBIERX

6.2.2 Security and privacy practices

ERBWUFHEZLZERRBIAEGEEL  HSREEHBRBESHNAER L  BEH

ek & ZER 2T REN - HERZMIMA N 2 &S AR - QAL A T a

REEBEAE T HRY - e RBAEBEL > JREHEIE A B B B 50 b 0l AR

WES A BER > RS &0 FEM Z R o] gEHE -

The security and privacy practices of the data recipient will have an impact on the

likelihood of a rogue employee at the data recipient’s site being able to re-identify

the shared data. A rogue employee can choose not to abide by a contract in the

absence of strong mitigating controls. The security and privacy practices can also

determine the likelihood of an outsider gaining access to the shared data, either

directly or by compromising an insider’s credentials.

g mpieh B o srih  BEEADEEBKE -

An evaluation of mitigating controls shall be detailed and evidence based.

W% GAEEE W% - B R B E S M R > BLHE CNS 27002 B CNS
27701 (Y] HE) -

NOTE Professional, international, and government regulations, standards, and

policies can apply, including ISO/IEC 27002 and ISO/IEC 27701, where

appropriate.

EAREAELZ AEHERE - HE& T FERZ - - HEREHSEN 5
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6.2.3
6.2.3

N
Using a standardized approach also ensures consistency, not only for a single

organization that is sharing data, but across organizations.

Rt n B BRIt BRI > BB EE Y B Pl S =05 18
%~ tHE R > DLREMEHL 2T IASE -

In order to avoid inappropriate or excessive burdens on the data provider or

recipient, the evaluation can take into account third party audits and relevant

certifications, as well as re-using prior analyses.

EFBRNZBREEE

Motives and capacity to re-identify

U EB R FEE PIL 28K > B0 o] BOE 4R~ 38 R0 K 1 b
By 22 %5 (B 45 ISO/IEC 23751 th i 4t 7 48 12 ke R 7K) - D AR - Al $2 2 H H 5
NCEBEEBH REHEErZHBRMAHEINER) EEHET 2EBTEE:
A recipient's motives to reveal or uncover PII can be controlled in part by training,
awareness, and obligations described in written agreements, including processes
and terms described in ISO/IEC 23751, provided they are enforceable (through

legal mechanisms and by refusing to share or release additional data). Obligations

in written agreements can include:

— HMEERFREEHBENCER @A - ZHEENEERRNHFISK -

- EHRBEABITHEENRBARLZERRZER -

— AREHEFTT ZLHABRERTENBERZ ZERN B B ESE A (8
4EE R DUIE B E R E S AN F 48 (e Mo ¥ 08 88 P11 2 | fg) -

— BHETHEXKEEXK(TRBE = FHET) AR EE R PHE 2 F
Ko

— RECEAREFF O] o B b B A ] H R U E =

— EEEWN - TERBHEN 2B (THAHE 2 EWRER KR EHLERE) -

— EERUEZZERZEG - DUREEREE N7 A A TH B - 50 oy 5 £ 5 A
Zz6 0 DERHEMANRESET ZHB -

— delivery of training on disclosure risks to individuals with access to de-

o

identified data;

— regular reminders of their obligations to uphold data privacy and security
policies;

— prohibiting attempts to identify data principals in the data made available to
data recipients, or linking data that would extend the profiles of data principals
(thereby increasing the risk of disclosing PII) without express permission;

— allowing for spot checks or full audits (possibly by a third party) that ensure
compliance with the stated terms of the agreement;

— prohibiting the sharing with any other data recipient without express
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permission;

— defining the environment in which the data are accessed, shared and released
(the infrastructure and governance structures that are expected to be in place);

— defining acceptable use cases and any expectations of how the data are used,
or how use cases are evaluated to ensure its use is for purposes that are deemed
appropriate.

W% EEAMAREMNBRMAE  WEEH AT TN OFEIAER -

NOTE It is possible that the enforcement of agreement obligations is not as

effective when publishing as open data.

AR BB > (REEERBER 2K - K@ LR FR - 5 FE#
MEMWHEPHR - ILHAPRESESBEMZEBEL > DA ERZEWRE
fEPtERAVERE > M RAE V)G > MK PIL#BEEEE 2 El b -

In planning the above obligations, the custodian should know where the data have
come from, where they are going, and what the intended uses are for the data being
accessed, shared or released. This will help situate the data release and the
environment in which they will be made available to data recipients, so that

appropriate measures can be taken to reduce the risk of potential disclosures of PII.

6.3 FBHIE K B &V
6.3 Transparency and impact assessment
6.3.1 —#%

6.3.1

General
REBHENLBRE ZZE L E AT R TG #3 00 R FFa 2= Bl 6
The custodian shall assess the impact of disclosure, which decides tolerance when

identifiability is evaluated, and can include:

— WOREMRFE  WRATTHERT - BH ZHEEEEE - Aet - A E S A
FHBHEBLZHE -

- BENECSESKAERLE EOKHESBEE 52 S 0 5S8R E T
His#EtH -

- WABEYEHEMIUEHENEEANERZBEGSHIEE -

- BEREREZAEEEW - HZERTEmNSR > GIFEER  ERFFEGE
BHFER) -

- DEZHOEBEHAR  OEERESE AN EHER -

- BERERERBESE HEERZBEMARW - BLEHEEFEOEM)
WHRHHEETH 2R -

— FrAAREEERIAEFEAEAREN 2T -

— Being as transparent as possible and engaging with stakeholders where

practicable. This way expectations of privacy are better understood by the

entities involved.
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6.3.2

— Whether the data are highly sensitive and intimate, come from vulnerable
populations, or can reveal sensitive attributes or be stigmatizing.

— Potential injury or harm to data principals that can arise due to inappropriate
processing.

— The trustworthiness of the data recipients (e.g. data sharing agreement in place,
history of partnership, incentives to remain an ongoing partner).

— How the purposes for sharing and intended uses are in line with the interest of
data principals.

— The extent to which data recipients will thoroughly consider their potential
uses of data (for example, the use of privacy impact assessments) and act
accordingly.

— Any potential breach of legal principles or fundamental rights.

THEPEERNEMHBEES2R

6.3.2 Transparency of actions and stakeholder engagement

6.3.3

REEFEHGHTEZERELERNEETBEIEE - HEREHNEB )7 20k H 3 i
oo WHEERFFHEBERE > S HEER > ZEY > AN EHEAZE ZER
DUSA B e X0 R a8 U 5 > R HBAUI SR IH - SR KB - WA FHEE HETH
BEZateh  WRERABNAERRHEF EE > EIZEH -V -

The custodian should explain simply and clearly its data collection practices, how
it reuses data with a description of its rationale, and be open to feedback or seek
the views of stakeholders on its data sharing activities with the goal of
understanding, and where appropriate, addressing their concerns. Trust requires
openness. Meaningful discussions with stakeholders can help to establish a
reasonable balance of risk and benefits.
REEFUSELERAETEANEUHER TR ZER 2770 DIRERHES
ARG Y IR EMBETEIE - IS FeBEETHE RER/ DAV > B
REMNEEAHENSM  PERERNHZEBEW - FEHEXEG ) DU
BRI E IR -

The custodian can consider comparing how similar organizations in its sector are
releasing or sharing data, and whether any concerns have been raised about their
practices. Surveys and focus group work on the data principals’ views of data
release, sharing and reuse (e.g., by industry associations) can also be considered

to help inform decision making.

HBAHMZEE

6.3.3 Privacy-related harms

REEEEE  WEMNRHRMUEEKZ BERLHEBAESE  BERAEYE
Hmel B G EFLEE - 6« RE &
The custodian should consider the potential privacy-related harms that can result

from data being made available, including potential injury or harm due to
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inappropriate processing. For example, the custodian may:
(a) #Ffli &R 2 & & B8O LS R fE AREAL -
(b) %5 & A I T HIE I ZEHFEH -
() BB -
(2) BB #E -
Q) ZHEHEHMEEANELERAMNEZEZREK -
a) evaluate whether the data are highly sensitive and personal; and also
b) consider use cases that may:
1) reveal sensitive attributes,
2) be stigmatizing, or
3) support decisions that adversely affect data principals.
PR & H E 1T BE R fd B2 5T &5 (PTA) > {50 55 5l 62 AL AH BH L B B 22 3 PR 45 i > DL&% iR
FE R - PIABIE o] > E R - DI IIEIE - IWBEEBNIEEZ &k FIE
B D AREZEHEGR iR SRRt RERL - HBREREEE
HEWMETK  EEHEZE -
A custodian should conduct privacy impact assessments (PIA) in order to identify
privacy-related risks and the proper controls to mitigate them. The PIA process may
be shared and explained to increase transparency. It is a process that begins at the
earliest possible stages of an initiative, when there are still opportunities to influence
its outcome and thereby ensure privacy by design. It is a process that continues until,
and even after, the project has been deployed.
7% + CNS 29134 #iill 31T PIA B2 Z 5 G4 2 > DIKHMENEBEAE -
NOTE The guidelines for the process of conducting a PIA and the report’s structure
and content is described in ISO/IEC 29134.
HESRUTEERG DBENEERREXNBETZERE  RMRESEHNESEA
HEMEHNGEE  HEPEERS  HEELLZHEBETEMZENE -
Oversight mechanisms should be considered that avoid or meaningfully reduce the
risk of harm and thereby engender the data principal’s trust in the use of data, and
some of these should be transferred as obligations to data recipients.
7. BEFEP Al
7 Data assessment
7.1 —#&
7.1 General
EZHAMEZEEGRNRREEHNESARLNER EETEGEHAENEREHLZ
B o B R At A DL R R B0 T T B8 AR AR R S R AT i VB AE AE 55 (B
Pk - sEAE S HESR) 0 LA MR Y CNS 20889 ot - 55 8 fifi th 2 W] &% A
P BF fl i BE 7 2 1% (benchmark) - E £ EERESREEH R - HHRZBEEL > 5&
Ao Y I8 T 2R BORE L 3 5% 1 5 B 3 IR AR B (BURK AR 8 D0 B 1R R E R
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7.2

7.2
7.2

7.2.

7.2
7.2

GEHEE) QIR E & B E R H BB - R E &5 Ak bR HURE (R & R 8 7 2 A {0 58 it
S L i1 7 R I ARG G A AT BY ROl 0 M 2 AR -

The goal of de-identification is to produce data that meets the requirements of the
use case, while protecting the privacy of data principals. A data assessment is used
to understand features and attack modelling exploits these features to evaluate
potential vulnerabilities (e.g. singling out, linking, and inference) which are
described in ISO/IEC 20889. The identifiability assessment in Clause 8 defines a
threshold or protection objective based on established benchmarks. The default
assumption should be that if an element or feature of the data is not needed for the
use case (sensitive information, complex data structures that increase risk, etc.), the
custodian should plan to remove it. Anything that the custodian can do to reduce the
complexity of the data will, in turn, reduce the complexity of the technical analysis
that the custodian shall conduct.

B R R

Data features

A — 8

1 General
EZERARNMEZEpZHBHENE  HEZEREZENRENELG - RE
& HE ST i E R o JE A a0 M AL 2 R e
When thinking about whether, and how, to share or release data safely, a key
consideration is the data themselves. The custodian shall evaluate features of the
data that are central to identifiability.

2EBEHMEBA

.2 Data principals

REBHEMEM TS  DIERARRS F oG 28 E =&
The custodian should use the following to gain insight into the external background

information available to an adversary:

- BEHETHARZEREEAEE -

- BENETEHMZABERE - DIXHBH FHNEELEEE -

- HIFUINESZAEMBERENESE ANER -

- HERZHTFTZESHBEEES  ERPEEMNENEEANHLLER -
— the kind of data principals represented in the dataset;

— the nature and uniqueness of the data in the dataset and its potential value to

an adversary;

— other data about a data principal available to an adversary;

— what a motivated adversary can learn about them through targeted searches.
REENTEHEEANTEAREMEMUSEHRE  UNACSEF A ULFHAENA
HEREZER S DIRRAERELEHAEZRNBARZE - T LUR Al BEE -

The custodian should also consider whether there are any vulnerable groups in the
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data and take extra care in deciding whether or not they are needed in the data the

custodian wants to make available and the processes required to protect them.

g Rl

Data type

B AT RE A -

- Buggaes APy AKRE-SEEMEA  FFPF) TARERZE
BmEEZEMRIENL) -

- FEEHM Ho@#FERARRERNZEFEUMEEZErBEE NN R
Hirzef -

— JFEHEEER BUATHBAAZRHZEHPAL T HERGHESE -

Data can be:

— Unit-level records, in which the rows represent a single population unit (person,
household, etc.) and the columns represent the information (attributes)
collected about them.

— Aggregated, in which cells represent the collection of population units that
share categorized information collected about them.

— Unstructured, such as free-form text in which there are no restrictions on
content or format, or a combination of the above.

% EEEXAZZENEREANENERR - NILTERNEEEZELETRE -

NOTE Each form of data carries different risks and different approaches are needed

to protect them.

J& 4 2 =0

7.2.4 Attribute types

REHEHEEMEZHRE 7 R HEEHEAERNSE > WRAETHERT - DL skE
BIFHE R R ETHE - 6l EHER TR OB TER

The custodian shall determine the constituent parts and structured content of the
dataset, where feasible doing this at record level granularity and by field type. For

instance, ascertaining whether data elements can be:

- HE&AT -

— RIEHEHF -

— HMtHFREUZENRWG - FEMOREESEAALAT  mMEEERZNGEHES
B ESHH > WTRER IR E)

— direct identifiers;

— indirect identifiers;

— of other concern (e.g. not widely available and targeted due to the confidential
or personal nature of the data, possibly warranting additional protection).

B $% A $E B BE SO0 A BT BE A 00 A 2 R B -

Annex A provides examples of direct and indirect identifiers.
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7.2.5
7.2.5

HE1LEREBRENR > BB 8BRS R RE PIL 2N > 2 H
ERHEE HERERS  EfEEK  HESNAREEABE)T
BB MR -BAENAN BT AN HS RS R EEmR 2B E-
NOTE 1 When dealing with sensitive data, the risk is higher both in terms of the
likelihood of a deliberate attempt to reveal or uncover PII and the impact.
The impact on the organization in terms of public trust and reputation is
likely to be greater the more sensitive the data. Identifying target content
informs the organization about possible harm that can arise from disclosure.
HWE2EREESRNG 2B TERERZEREREINENE - LEBMER A
s A SR A &' o B R -
NOTE 2 Attributes that are indirect identifiers can be the attributes of interest to
the data recipients. They are considered in the identifiability assessment

and can be removed
BEHEME
Dataset properties
PRE B H % & R 2 M E A0 BT BB K 0 B R 1 T a8k 50t o DURE 1R Ry AT 1T
MER D ERNAR  HEERRTECLRE

The custodian should consider how properties of a dataset can potentially increase
or decrease identifiability as a precursor to the requirement of careful data analysis

and can include:

- BEmE AENERaREEEZHER R EEEENRE - &E
Mt > Kl EREEAEHZER > REEUTREDAZR/MEL R -
W RRNENMEBEMZESEM - 2 ISO/IEC 25012 -

— Data quality: All data contains some level of error which offers some degree

of protection. Although the custodian is likely to want to minimize this error

for the sake of providing the most useful data possible.

NOTE Further information on data quality models is provided in ISO/IEC
25012.

- HAEHMER RS HATRILHOHEE I REERNER -ZFE
FHRFECEZ)EN > iTEEREEAREERSE T B

—  HEIEE R BE AR BA Y KR R AEAS o BB IR RS CE SR I B S 2 E R o T
BB R R A 2B — 2 o 35 H A 4 m B b R R

- BREAEMNIEAER  BRERGRERSE TSN AT ZA A@ERR
BEEANS) SEESFRRZHRE RS HEE NS

— Group structure data: This is data that contains information for members of a

group who are linked with one another. The data provide (more) information
that can make a data principal unique in a defined population.

— Longitudinal data: This is data about a defined population which is collected
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over time and linked. Potentially unique changes in information over time can
be captured and stand out among other longitudinal patterns.

— Population or sample data: Population data are about all persons in a particular
identifiable group (as opposed to a random sample). There will be little

uncertainty as to who is represented in population data.

7.3 WEEMR

7.3 Attack modelling

7.3.1 — &%

7.3.1 General
REHESN —HBEERERAHEMABESR  DEaRZERER 6.2) AR
WEEE -
The custodian shall identify a set of potential attacks and associated metrics, which
are used for the attack modelling, in conjunction with the threat modelling (see
6.2).
REHTZEZE TV RS DHAETHEEGRUEBZTEY > EE%EH M
HEN R E R ENERE ZRVIEIE -
The custodian may objectively consider the following attacks to determine if they
are credible possibilities, along with other significant domain-specific or dataset-

specific concerns:

A A M (B R P 2 T

- HIFEAAHBEEZANBENENEEEGFEFENREN T ZE -

— B E R b E] RE AR Z B A A BE (o JE AR B {1 5l 1 B ) Ry g -

— attack where the adversary knows that a target individual entity is in the data;

— attack where the adversary does not, or cannot, know if a target individual
entity is in the data;

— attack on all entities (rather than a target individual entity) that can be in the
data.

%%+ R SO R o I S B A 0 AR R fm 52 E R B - B B 5T B R bR B AT

o A B Rl b e
NOTE These are sometimes referred to as prosecutor, journalist, or marketer risk,

respectively, in the academic literature.
EESATNAENESEAZPEECEERR) > ST AERE S ANR K
1B (e KRR -

Metrics can also be averaged across all data principals (average risk), or the

maximum taken across all data principals (maximum risk).

7.3.2 KRB ECF 1 R B
7.3.2 Maximum or average risk

— RARRHREER NE-FHHEEAZTBEMNMENERS SR EHES
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MOrERERMERNTZMAENESREA - BT EM) o 5 R M 2 T o2 &
FEHE (B 2 AR ER > F e ) 0 DA bl B ol @ hl M 2 B R E FE AR A K
B EHLERE HERER > ZHBAZAMAE > REEEHRSRN
BynlgEtmes —EEMEREENET ZBEMS MY > AR AER
HEEFRAEENEMAERERNLE) -

— Maximum risk: For this metric, the maximum level of identifiability for a
single data principal is taken, measured across all data principals in the shared
or released data. This metric is used when there are no controls in place (e.g.
public data sharing or release) to prevent the most identifiable data principal
from being targeted in an attack. The custodian should assume a high
possibility of attack because of the public nature of the sharing or release of
data — someone will likely be motivated to attack the dataset if only to
demonstrate potential vulnerabilities in it (called a demonstration attack).

— FHEERE C HREER > WE-EREE A Z 08060 R G E B
MOERNERMEBNPZIMAERNEEAN - ETEMWN) - EREZEMEH
(B AR ER > a8 Am) 0 DL b B ol a il 2 E R E B AR R
AR EHEES  BERDERR&Z#HNNERNEEAN - EHZEG
MRS ARG bR oR T B > REEEBERE TR THEHETT -

— Average risk: For this metric, the average level of identifiability for a single
data principal is taken, measured across all data principals in the shared or
released data. This metric is used when there are controls in place (e.g. non-
public data sharing or release) to prevent any individual data principal from
being targeted in an attack, but not necessarily limited to the most identifiable
data principal. The custodian should assume an honest but curious adversary
when suitable controls are in place to prevent a demonstration attack.

7.3.3 BEBERER A LR
7.3.3 Population or sample-based attack

HFEFEZEMNHEENREENEEAZEETREN > UMNHLEEEREM

PRREETHREENERBENEERN T 2R L8 - N8 A 3 ER

Hg 2 AKX JHRESE  KEFEANBZENENEEAZEFENRRE

ez &R h o BT > e 3 AR H IR ERERN 2 I8

The adversary has some background information about a specific data principal

they are targeting and uses this background information to search for a matching

record in the de-identified data made available to recipients. There are three types
of attacks, two of which the custodian may evaluate based on whether the adversary
knows if a targeted data principal is in the data made available, and a third type

when the attack is not targeted:

- BEPEEZIERNEERE T HFAZENERUTNEEER &
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BMEN - IKEE  FHEBHNEEHNESEA -

— BAPHEESZE  REEEET > BTN A(EE A R B R E 882 S AR
ERftER G Mol AENEEMNRERZEERBRBAVEAS - FHE
BROUELLENEEAN  HIFEREEAN -

- BEHENBR-NEEET HIFHARCRHEZENET BRETEZNE
HEBEANZED -

— Attack of entity in population: In this scenario, an adversary knows the targeted

entity is in a defined population in the data made available. The targeted entity
will, by definition, be a data principal.

— Attack of entity in sample: In this scenario, an adversary does not, or cannot,
know if the targeted entity is in the data being made available, most likely
because the targeted entity is in a sample of a larger defined population. The
targeted entity can be a data principal, or not.

— Dataset attack: In this scenario, an adversary wants to disclose the identity of

as many data principals as possible in a dataset that has been made available.

BERRAMER

7.3.4 Data privacy models

REEBEHEEREENRBARER > D7 &R A E & (measure) > DB B E
e of 2wl 3 5l

{75 A B BT BR AL 45 7 (metric) 73 BUA Z 5 B > 218 D Wagner I )z Eckhoff(*'-
The custodian should choose data privacy models to help quantify identifiability
in the data by forecasting a measure of data privacy.

NOTE For a description of a taxonomy of technical privacy metrics, see D Wagner
I and Eckhofff2!l,

AL S R BRIt R R - 1 CNS 20889 frit - b5 BUA B
sPfli ol R R T E s E S B E B A Z el gE o 0 A BY R R R R E R AT
a3l P P A B AR (B REAE o HD > RS RESUR DM R AR - W fR
EENRBMEARE > BEEENFN pERBMHZETLEMBRLHEL -
Models make assumptions about the adversary and the context in which the data
are made available. They can be useful in assessing the likelihood that data
principals can be identified directly or indirectly in the data and making informed
decisions about what transformations to the data are needed to reduce
identifiability (for example, generalization, suppression, aggregation, noise
addition), as described in ISO/IEC 20889. However, the custodian shall consider
the context of the data access, sharing or release as well as the data privacy model
when making its decision.

A An e - —HEUZERERELS R  BUENEREZEN
ETARG - — B AE &) F R AT E RHIF AT 0 F &R o R 5w A o] A4 A
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M AR RS 8 B A E R R U S BB RL R B DARS 1B & 7 f5 88 0 DA R A0
HEMERZ ERPAGEME > EHEHE -

There are many models to choose from. One class of models considers linking an
entity to a record, to an attribute, or to the made available dataset itself. Another
class of models considers what information will be gained in sharing or releasing
data. Regardless of what model is used, understanding the assumptions and
parameters is critical to the determination of what privacy measures are needed to
prevent identity disclosure and how to factor the context of the data release into

that assessment.

8. TJ 3 Al 1 5V il R 4R AR 1 M

8.1

8.1

8.2

8.2.

8.2

— &%

8 Identifiability assessment and mitigation
General
Or A 5 B R 4 5% B 0 B k) B A A B R R ) R B 2 SR A 7 A 0 LA E E R
BRI ARIEEE YRR (ERFE)BENEEBNERLT -
J 2 58 il Ok E N 2 B AR (F R R Al ) BY el B -
The custodian shall factor the context assessment and data assessment into the
method of assessing re-identification risks which determine the overall
identifiability of the data. Identifiability is a function of the probability of an attack
(context assessment) and the probability of successfully identifying a data principal
given that there is an attack (data assessment).
=7 fili o] 3% A 1%
1 —f&%
Assessing identifiability
1 General

8.2.

REBDTZERBRM2E2RT  REFBEZEIEBEFE - DU A S o850 4%
BEEf BN EHEANERZ L - REBILEEERER  REEEEEEE
HFEREPOEFNZMA B KR o & HMRE & S %108 D00 E R — B R
HAMHFEHERE  AREF/IERANERITEHEBAR - 2 REEFE
WEMBE BT ERFBA CERIEX N REEEERTFVHES  FTETHE
B2 g > sR@MA D ZkB -

In the context of data sharing or release, the custodian shall consider disclosure
scenarios to ground the custodian’s assessment of identifiability in a framework of
plausible events. In constructing these scenarios, the custodian shall consider all
the sources of the data to which the would-be adversary can realistically have
access. If other custodians have been releasing similar data for a while without any
apparent problems, the resources that the custodian shall devote to this can be more
modest. The custodian should look for strong precedents, however, from data

sharing or releases by reputable organizations such as national statistical
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organizations with decades of experience in de-identification.
REEEBRLBERENREN TN R 2T - #l - ERB\BEBES > &
Bt r=RmEE 2@ BN LaEHEES - Bl sz a0 &80 5 — (K —
) - mME—MEME RS BEEmafMHZW -2 e EE > MATER
LG rtak - REBEEEZRBERCER > WIENERES > EEB T ERE
EfEfP oI ABIER - IHIFAZZEF > NETCESET - &
— B0 8% 0] BE H 4t 5 8 4 (statistical twin) MZ SELH UL RCE N EHEEAS-
The custodian should avoid focusing too closely on apparent vulnerabilities in the
data. For example, a record is unique if no other records share its combination of
values on the identifying attributes considered in a disclosure scenario (called
uniqueness). Uniqueness does indicate vulnerability, but if there is no well-formed
scenario through which that uniqueness can be exploited, no identity disclosure
can happen. The custodian shall confirm that a match against a unique record in
the custodian’s dataset of the selected attributes in the scenario is correct, either
through simulation or modelling. This takes into account that the unique record can
have a statistical twin in the defined population that is not represented in the
scenario sample.
W% BUBBEITEBERS TEE LA
20889 Ayt -

2]
mp

EAAE R AR G > 41 CNS

NOTE Attribute disclosures can help enable identity disclosures and can be

factored into data privacy models, as described in ISO/IEC 20889.
B b 5 3% A

8.2.2 Quantifying identifiability

REEEMERETE )7 E KA 2R > DLE S a8 M i IR (E - L R BRE JE 5L
FiEAzEMBAREELES  UREEEFERT  EZESHENE S ABH
REMENREEZE - BN AMER - R E K&K RE R MmE 5 Ik L&
o 5% i BRAE R TSP 2 B R i

The custodian shall use objective methods and well-established benchmarks for
selecting an identifiability threshold. The threshold shall work with the data
privacy model that is being used and capture the likelihood and impact of
identifying a data principal in a given operational context. For public data, the
threshold can be based on maximum risk; for non-public data, the threshold can be
based on average risk.

AT 38 A M RE A UG AR A b A B T B AL HrhERk R (R b T RE M)
JATE &6 E R T SOa B MR S DLBOE BB 2 R - JRED >

Identifiability can be quantified following a standard risk model where the
probability of identification (the likelihood of a risk) is given by the probability
of identification given a threat times the probability of a threat being realized.

That is,
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P () =P GRAEE) X P (EE) -
HE R EEPA I BARIEREM BZENT > AZANHEE > i B#EE
ZHERT - ABERIEER -

P(identification) = P(identification | threat) x P(threat).

NOTE The conditional probability, P(A | B), is the probability of A given B, or the

probability that A will occur on the condition that B occurs.

Bf &% B &2 48N 38 2 ol & M R BRME -

Annex B summarizes well-established identifiability thresholds.

fREHEHEE R EEER > DIREPE T Zef > Lef{Eal ik 6.3 FrsliA

H-HoZNhRhks AARERENRRAREZERE <Kz EXE7

WAK > Ao E ZBERE -

A subjective and objective criterion may be used by the custodian to influence the

evaluation of impact, which may be based on the items listed in 6.3. If the impact

is deemed to be high, that should skew the decision more toward a lower threshold.

On the other hand, if the impact is deemed to be low, a higher threshold would be

acceptable.

EEEfh A E M o R NS AE &

— OM&EDEERBEREE AL G &R E AN ?

- BENEGCSEHA SESKEEMEALRE?

- FAEUEBRENUTENENESANERMTEBESGS ?

- BMEEAKUBBEEMZBEYIMN KM ?

The following elements may be taken into account when assessing identifiability:

— What are the legitimate benefits to data principals or society from analysing
the shared data?

— Are the data highly detailed, are they highly sensitive and personal in nature?

— What is the potential injury to data principals from an inappropriate processing
of the data?

— What is the appropriateness of approval by data principals for disclosing the
data?

i PR AEL 7 BT BE MR & R o0 i B 48 2 SR AT SR B -

The threshold can also be adjusted based on the benefits to entities from analysis

of the data.

Bl BRBUSEFIEREENEENREHES LREBHAEAREERZ RS
KENEBEEREBIIBEHREAEZ B ER - DI & S EHE R
WHERTT A AHEERSCEREGRE M -

EXAMPLE A higher threshold, can be justified for the internal reuse, within the

custodian, of data by a government department improving services for their citizens

and residents, or for external reuse, outside the custodian, of medical trials data
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by the sponsor for the purposes of developing or improving treatments of related
diseases.

Rk 2 BT > BHEFEATREBENENOHEERGE Z ERHE
MR EENZVERREHNERABERE  HE T ZHE -5 - &80
REaBEYERKRBZENT > sl EHAKRAE  FEERFERA SN AHE
i1 FE % & B & k2 o] 808 A ' By R E e -

In both cases mentioned in the example, data principals are likely to expect
compatible or legitimate reuses of data. It is, however, important to meaningfully
demonstrate that there are potential benefits to entities, and that expectations are
aligned. Otherwise, where suitable for the appropriate lawful basis,
pseudonymization can be used while maintaining the identifiable nature of data
instead of de-identification which removes the identifiable nature of data.

AT N G = A== i 4G S B S | A NN K e R U U VaR (2 I o
HHCUCR 2 # M > FTREA L ZESI AR EZ R 7 DU W L R 6 2
The adversary, however, does not know which names are correctly matched when
considering possible re-identifications. When the adversary attempts to verify the
names that were matched, an additional error factor can be necessary to capture
this uncertainty.

MG R E BRI A B EEREEE G AR BEANR - BZHEM
ZIEEALIEE > BRHMERREGHEEKE A TREEHREREF

Whatever identifiability measures the custodian uses, they should be well-

ti::
ot

°

established and tested. A standardized approach, adopted widely, is more likely to

have assumptions and justifications that have been scrutinized by experts.

B PR

8.2.3 Adversarial testing

EAHEMETHMNMETERSG -7 REBEEAHENARE
B FEHEM “KE” HTFHEBERE > BT IFHRES - W ERGB2E T
NEBHZEBIEE  BREE  HEANH BFEELER - 200 ReEERZ
BB ERBMAEHETGEORBRER) B LHERE -

The custodian should use adversarial or penetration testing to validate assumptions
made by simulating attacks using "friendly" adversaries, as part of a practical
assessment of a dataset’s identifiability. This can be both informative and good
practice, but takes skill and expertise as well as time and resources. It is especially

important, however, in high risk data sharing or release scenarios such as open data.
HE 2 8 F o] 5 A AAEE A RET - 887 BN & R &R (55 0049 B 48 B8 K Bl S
By UBHBBEEEAEN  DRBEEROWA  -NEXRSHGF > BEAEFZHEE
HEMBUSHERERE AR HEEHFRELREFE - ER > E#HbBRD
BHRAREBERGZHBHGE S UGB aHE  AREZFIEHRS —EB@RN
HFoEEHNAE  FEMEREXZHZ (SRS EZEER[161KX[19]) -

\\Xv
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A motivated adversary can be characterized as someone who is relatively competent,
who has access to external data resources such as the internet and public documents,
and is actively willing to make enquiries to uncover information. In basic analyses,
they are not typically assumed to have specialist knowledge or advanced computer
skills, or to resort to criminality. The custodian can of course use a different set of
assumptions about the type of knowledge skills and resources that an adversary
may bring to bear if they are well justified and to do so makes sense within the
custodian’s own disclosure scenarios (see References [16] and [19]).
BHMAN A TR BRI oS F ol R ITE > HHMEE R ER K
i s HIKEENENEEREEIINLER - A - R —%EZHE
REHEAER > HIERLERERFAINEZEENENL -  REBD  REZBERKE
o3 M 5 iy B S UM O A &S & o M RO B AR AT — -
Adversarial testing mimics more precisely what a motivated adversary can do,
explicitly takes into account errors in data and matching, and is based on real data
gathering and real external data. However, it is tied very tightly to one particular
exercise and therefore doesn't necessarily represent all of the things that can
happen. In practice, the custodian should combine data analytical techniques with
adversarial testing rather than relying solely on either one.

8.3 RIEIENE

8.3.1 — &

8.3 Mitigation

8.3.1 General
E@EAMEAE BB R TH 1 E 238 - ()R B ER 2B > s ay & R
AKGg - BEREHZAIBFENME>M(EEERREEREN RN E TR 2%
HER AIREEEEREN R EENEEREENRITNEEER - L5
PRAERMMERELERE > HEE REOBBENEDRLEEE  MEERE LI
MLy ARHREF SR CHEIRAEEEERIERE —LE NSRBI
H &S F B PR 1T PL R o DUEE R ST wT a1 -
De-identification essentially attends to either or both of i) the environment in
which the data will be made available, or ii) the data to be made available. If the
custodian’s identifiability analysis (context and data) suggests that the data
recipient needs stronger controls, the custodian shall suggest to the data recipient
to reconfigure the data environment, or change the data. Also, in deciding on what
approaches to apply, note that apparent disclosures (in which there seems to be a
disclosure, even if that’s not the case) can sometimes be just as harmful to a
custodian as actual disclosures. Once mitigation measures have been applied,
identifiability should be re-evaluated by comparing with the threshold.

8.3.2 ENHBRERIA

8.3.2 Reconfiguring the environment
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ENAEABRSRTERE  AHE L RS R AR - 00 FHE R R FHE A -
(I
Reconfiguring the environment essentially involves controlling who has access,

how they access the data and for what purposes. For example:

— EFHANREEAGZLZRB(ERNERENERE)N R -

- HEBEMTRDEZLEER -

— MERAESWEL > RHBMAA > HHAERE B LA E -

- BREAFNERZAR -

— MEHMAMESNE 2 RERBE > FZWOMERNBFINREZGER -

— allowing access only within the custodian’s own secure environment (virtual
or physical data enclaves);

— specifying the requisite level of security for the data;

— specifying that all analytical outputs be checked and sanctioned by the
custodian before they are published;

— specifying persons who may access the data;

— specifying other organizational mitigation measures such as required training

and contractual obligations.

HREE TR B E R ER  ETEHERREEHERZ ZZE >
MEFBREL AN > Wit - HEEBRESUK > AL SERH i E R ES
& -

Placing or tightening controls on the environment tends to have quite significant
effects on the risk, often ruling out particular forms of attack, for example, and so

if the data are sensitive these controls are certainly worth considering.

8.3.3 BAE R
8.3.3 Transforming the data
HoOREERMEHEBEZFEN  »ZRBMBEENID T EM®G > LIKE &

ZHEMEG  HFRHETENRRENERETEE - REEERE TN AH
9 -
Usually the custodian starts from a fairly fixed proposal of what the access, sharing
or release environment is, and shall work on changing the data to be made available
to the data recipient with the custodian’s use case in mind. The custodian should

start with the attribute types:

— EESNTEFEDOH SRR EIE RS ER 2 BERES RS - LA
(HRteRREFR - AR RS A EREAm) -
— RSO AT BN R R A AR - RS H R OM BR o B K 4B BR R B [ R 2

VIERURRE & ZE5) - AIEE T 4 5 o 48 17 E R -
—  BURKE SRR JE TR SRR - B ER A OM B 0 BB KR 5 R R B [ (K
FEU)FEH - QIE AT A e AT A
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— Direct identifiers should be eliminated by suppression, or by replacing them
with random values or pseudonyms that are not based on the identifying
information (and irreversible in high-risk data access, sharing or release
scenarios, such as public data releases).

— Indirect identifiers should be eliminated by suppression if the information is
not needed, or transformed using techniques described below if required to
reduce the risk of disclosure to an appropriate level (based on the custodian’s
scenario).

— Sensitive information should be eliminated by suppression if the information
is not needed, or transformed using techniques described below if required to
reduce the risk of injury or harms to an appropriate level.

— s > REFHEREE A CNS 20889 thfrift 2 BEAL - #01] R B AR » % B &% Al

MERZHEVESR  HNILEHERS PR - BE M EME - o] %07 850 %

ELXAEETE -

In general, the custodian should be able to reduce identifiability to an appropriate

level through generalization, suppression, and sampling as described in ISO/IEC

20889 because these methods are easier to understand and can have meaningful

impact on identifiability if used correctly.

— Wb HH W BE & B /NG O B A E S DU AT IR B 2 sE A
B oo

— 0 REETEREREZERET  HFRELEENE RN EEHERZE
BN EEZS -

— U RRHZENETBRER EREEIHEHCHRBRELZGEREL
SR AR

— Generalization reduces the level of detail of the information provided, by

i

increasing the size of numerical intervals or merging categories of information.

— Suppression excludes certain attributes from the dataset made available to the

data recipient, eliminating that information entirely from consideration.

— Sampling removes entities from the dataset being made available, which
creates uncertainty that a particular population unit is actually represented in
the data.

41 CNS 20889 firat - FEHER T EGIEEXNZER LR > MEHEHREH -

R EEERR > RRMEH FEARENR 2SO RN - ERHEREAEHE

AEMAHABEANZERNZ TN > TEERRN > LHEREERES S D F N

BATR R R AR BN N B R - M AERAEIE A - GRCER) > ATEE AR

RegnE -

The main alternatives as described in ISO/IEC 20889 are various forms of data

distortion, techniques that manipulate the data in order to foil disclosure strategies
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so that an adversary cannot be certain that an attack was successful. Applying data
distortion can affect data utility in an unpredictable and non-transparent manner
and leaves the custodian with the difficult question about whether or not to share
or release information about the distortion. Sophisticated approaches exist (e.g.
synthetic data) but are outside the scope of this document.

8.3.4 EH R

8.3.4 Re-evaluation
REZERETHUBRANEEN  FEEERTHERERENEEER  H
AEAttzeE® FLEMBAENNEEREEERENER®RT L ATREE
REHCKHEEN P EXNBM I ERMAZE -
The custodian can rerun their identifiability measurements in order to see what
impact reconfiguring the environment or changing the data has on identifiability.
Many data privacy models also guide the custodian through the selection of data
transformations, provided the custodian has already taken into consideration the
context of the custodian’s data sharing or release.

9. X#BAEAE

9.1 —R&

9 De-identification governance

9.1 General
P K b= Z3RIHE AR - BREKEN - AFACEEERTZ AR
Ko 2 2l A O R B9 il S8R BB o PR E B B IE U] E I E B EF A B E R
FRHOEBMAEM A > DIRAERENZ e B - 88 - f#iff - 2 ZEWEAMTT
HRER - BER KRR - B K E N BRI AT, o A0 A A A
2 Bl & 0 DURORS 3% A5 18 52 I TR R ALY B B -

De-identification governance comprises three pillars: persons, process and

E

technology. Persons and processes of a de-identification governance framework are
supported and enabled by the technology used. The custodian shall formalize and
periodically review governance related to its data processing activities and its
principles, policies, and procedures for data security, handling, management and
storage, and sharing or release. These determine how users' relationships with the
data are managed before and after data are made available and the steps needed in
the event of a disclosure.

HEMTZMHEEZEA - BREERF  HEREEREZNENALERZ
BIEEMHESG  WWAHF -

The principles, policies and procedures related to data sharing should be integrated
with, and incorporated into, the custodian’s wider information and data security

practices.
9.2 ERHR AT
9.2.1 — &%



CNS 27559 (&5 -] 1150246):2026

9.2 Before data are made available

9.2.1 General
RIEfEE R AT - B 2B A - DURE O R AR I Ba 48 £7 72 7] 208 A 51
R - HEaf (it = 2 00 F M - MMM R HIEEKE -
Organizational structures should be in place before data are made available to

ensure risks remain negligible going forward. The necessity and the proportionality

of the sharing, and the legal premises to do so should be assessed.
922 EEABRERE
9.2.2 Assigning roles and responsibilities
HAEREZFANTESKBEZAECRELE -
EREBA AEREAREERBEEW AR URKREABTHERTSLEZ
FAE R FIE -
MRMAMHBE LERTBEGE 2 HFIIH WHEEHLNENEHE  EH -
TERBEMTENEL  AFINSKEXERE
— BRREEESEBEHRALERF ZNEHF IR -
— BN EENE T R B E s BHREEEFXROLOERZI
HEE SR -
— BB TREWME® -

Individual roles and responsibilities within a custodian should be determined.

Identify a person who is responsible for authorizing and overseeing the

disclosure control process and ensure that they have the necessary skills and

knowledge to do this.

Ensure that all relevant staff are suitably trained and understand their

responsibilities for data handling, management, sharing and releasing. This can

take the form of:

— in-house training on the principles and procedures of the custodian’s data
processing activities;

— external training on core factors such as disclosure control issues and

techniques, data security, data protection law etc.;

— implementing a staff non-disclosure agreement.

9.2.3 HIERAl ~ BERKREF
9.2.3 Establishing principles, policies and procedures
REFHNREEN ZNEEHE  BEUFEFETINEA - BREERF
A custodian's internal structures for making data available should include

principles, policies and procedures that cover:

- BEEHEMNLER -
- BENEBXREMRMAA R ZARKERRESE -
- WMEREEMAEHENREDRKEFHBEZEFELS  @SE2HOL
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SEURTE R4 LR B AWM Z FEXFIE -
HREEZMAENE D EBEHBETRALHRIFE(PIA) - PIA O] ¢

- WHHREENBRUYRNERMAREZBILHE -

- ERREBEH ZEHE

- BAHREEMRIEMAZEE -

— B R BHEEEREELER -

AN EFEEBEEA T REAAEZEZS - REEINEZ N (EEEE XY
Z)BRERMEE > REEESRENGEEEA N ERANCEREERE W
fih B B¢ SR -

EHIFERBEE KREBEZRERTE  EX 2 HAEWNBEIFEESEE
il E (B8 A 2 BUR - Bl E B EGR - EamE M REEEEEEIE
& B e e 0] gk 8t 4= 2 77 20 K AH i HE Y JE 4 i

The whole de-identification process.

Monitoring future risk implications for each data release.

Maintaining a comprehensive record-keeping system across all the custodian’s

operational activities related to their data protection policies and procedures
to ensure there is a clear audit trail.

Undertaking a privacy impact assessment (PIA) for all the custodian’s data

products or across the organization as a whole. A PIA can:

— help the custodian be aware of and address any particular privacy issues,
— ensure the transparency of the custodian’s activities,
— promote trust in what the custodian does, and

— help the custodian to comply with relevant privacy legislation.

— Identifying and dealing with cases where disclosure control can be problematic.

The custodian should also consider at what point in the process (in dealing
with a difficult case) the custodian should seek external help and advice from
bodies such as a regulator or de-identification experts.

Dealing with unintended disclosures. Depending on the custodian’s particular
needs, it should consider developing separate policies related to different
potential unintended disclosures, or develop a single policy. Whichever is
chosen, the custodian should consider how an unintended disclosure can occur

and how it will respond.

AR EHEERIGE

Identifying and managing a data disclosure

REEHERERBULAENERE  LHpEHEEREESEFARETESEZ TN - RE
HH

A custodian should understand what a data disclosure is and identify ways to reduce

the likelihood of such an occurrence. The custodian should:
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TREMBRE B EREAENXERAEFEERERETEFHFE
Pk B e 2ol etk (2 RE 1) -

gl BLOR S H ERR B 2 EoRE A -

s ) O] BE EEUIE B Z A 3R > 3 AR R 0 HYSEBR AT W L AE S A g 8 5k > B TE
ERRENAERE FHAMHETHRNRHE  2BEEXHOEEE
B - EIFEARARGHREERNBEOMEAENEEEERED DL
JREIRE R AR - BEFERNEETH

il TE M DARR H /R el sEE B /ME BB ZH R -
HEREERAOMERERLEREZBEE -

Define a data disclosure. Making a distinction between context and data can

support a more nuanced evaluation of whether an incident investigation is
required, and the possibility of a data disclosure (see Table 1).

Identify the types of data disclosure relevant to the custodian’s data situation.
Identify those factors likely to lead to a disclosure, such as the loss of an
unencrypted disc taken out of the workplace or the accidental emailing of data
to the wrong person. Thinking through a range of possible disclosure scenarios
can be very useful in helping the custodian identify how a disclosure can arise
from their usual processing activities, as well as what errors, procedural
violations or malicious intent can also occur.

Establish measures to limit/avert those factors likely to lead to/facilitate a
disclosure.

Establish how the custodian will address violations of these measures.

® 1 EERFBAEER ZEMF K IREE S

B4 s H
25 2 1d 4 &= R OE 2 0] gE 4 =F i ¥5 52 2 0] gE M4
‘Rt PR E KR B 2 T BE M SFEEE
Table 1 — Incident and breach scenarios for de-identified data
Incident Breach
Context Evaluate likelihood of context Evaluate likelihood of
breach disclosure
Data Evaluate likelihood of data Evaluate impact of disclosure
disclosure

9.2.5 B EMHBEEETHEE
9.2.5 Communicating with stakeholders

REEHENEMEBEET LS RES DA EEAERBRUERNREEZ
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RHES  DHAETZENNBEYRERE MR ER A - A EHEETERZ
PR E BREBEIER Z “NA 7 5 AR B A ok B o] R A ch 1T R B -
HR o] gE 7 E WR AR Or 8 & e BHE B 2 A0 7 o S A0 o o] 28 e 9 §R B PR B W
HEREGRBZY2 UWERBEAEE U ERH FRARBAGZLEMEEET
H B DU 48 7R 7 26 B6 & B R 3 B > Bl b BORK 4 B By 07 20T -

The custodian should engage and communicate with stakeholders to determine what
they would like to know about the custodian’s processing activities and to
determine what constitutes an appropriate level of information to share. It is likely
that stakeholders want to know the “what” of the custodian’s processing activities,
such as what data, or in which environments. They are also likely to want to know
the “how” of the custodian’s processing activities, such as how disclosures are
avoided or how the custodian determines an environment to be safe. Such
explanations should not expose security-related information that can assist an
adversary in attacking the system and should be done a way that does not expose

trade secrets, or commercially or technically sensitive details.

9.3 ERTEMHR

9.3.1

— &

9.3 After data are made available

9.3.1 General

9.3.2
9.3.2

HEREE AR NI - ifH L2 RARFHA - B sEllIEalLt -
While the custodian’s data can be considered safe at the time of its being made
available, it is possible that this is not the case in the medium term.
BRI

Monitoring the data environment

EE ITREDZFHEEDS XREHENESEXNENERLZE>TEE DR
AHEMEZ REHEI  BWEREEESE HRE SR TR &R R 5
BAEZEAL - IRNZERERE -

Continuing advancements in IT capabilities, supporting ever-greater access to data
and capacity for their analysis, and an ever-increasing amount of available data,
mean that the custodian should consider the potential for change in the data

environment in which the custodian has made data available. Possible actions

include:

- HEREEMREBEZMAERANEM -

- ERETEEMZEEENRE -

- BEBZDERBHEHHEBEN P ZERBMEHETILER  LEERH
BRAME I REFEAEZ BB > & EE IS E

- FEMEIEHBREZESCREEMEN 2 ZXBHERNEZE - §
— FEERG - B EE B BT /ER R AR - W HEAE BE R B2 I AE B S B S 0T R
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EREEEZEREZEER NI M ZENREEHE -
— HEHBEFOTEHEEHEENREXXRLBEEHBARE EL &
REARER D Z ~ &M NEBZAELIEIIE
— FEHPC FEEEEBELOTAZEN > LEBFOLILFEM - At
ik~ FEMMNBE HEEBM BESESFEZHERRT  FEEHHE
AR T B T8 AE SO0 i M S SR E R AR -
- #ETEMHAENA(Z R 8.2.3) -
— Keeping a register of all the data the custodian has made available.
— Keeping track of direct recipients of shared data.
— Comparing proposed share and release activities to past shares and releases to

take account of the possibility of linkage between releases leading to a

disclosure.

— Maintaining awareness of changes in the data environment and how these can
impact their accessed, shared or released data. For example:

— keeping abreast of developments in new technologies and security that can
affect the custodian’s data situation by, for example, reading technology
journals/blogs, listening to relevant podcasts or attending relevant events;

— monitoring changes in the law or guidance on data sharing, releasing and
dissemination by engaging with relevant custodians such as industry groups
and the relevant data protection or privacy authority; and

— keeping track of current and new public data sources of potentially
identifying attributes by, for example, reviewing the information available
on the internet and through more traditional sources such as public registers,
local community records, estate agents’ lists, professional registers, the
library, etc.

— Performing periodic adversarial testing (see 8.2.3)

9.4 EUHRERZEEEK

9.4 Mitigation in case of incident
REREREZRERZZE  REFEEHENBSHEHLEE > WAFTEHTE-
BAE
To reduce the impact if a disclosure were to occur, custodians shall be able to respond

to a data disclosure and put their plans into action, including:

- BIEERIHA -

— IR BT A R EZ R

- MEERMBEREMINRES > WREXRE > BHEHMESEARE -
R E

— BEHW - HEEMBER  DIREHENEEANEXRZAMAGENESE -

— containing a breach;
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— assessing and dealing with any ongoing risk;

— reporting the breach to the competent authorities and, if required, to the data
principals;

— reviewing and learning lessons;

— as applicable, implementing mitigation measures for any injury or harm to a data
principal.

REHEEH ZEWMBEHIFERBBZEE - WEEHZARZ EHBR KRR

AE F R A TR A B R A Al o BB RE B ST R B BA AR -

Custodians shall put in place mechanisms that can help deal with an unintended

disclosure. This includes having effective governance policies and procedures in

place which essentially identify who does what, when and how, and generally support

a culture of transparency.

- REEREHEAHABRBZEXKFRE  HERREHFCKEMALHERER > I
AR HEREHTCERA)ALERMEETEE > DG EEMUEAEX
B -

- REEEHCOREHEBOR  MBOREMWMEA G REE > WFEMHET
st & -

— The custodian shall ensure it has a robust audit trail: This demonstrates that the

custodian has followed all correct procedures, and identifies where, if at all, in
their processing activities it can be necessary to make changes to prevent a
similar occurrence.

— The custodian shall have a crisis management policy: This policy should identify
key roles and responsibilities and detail an action plan.

e HEERH A EEETHETENESL -

The custodian shall ensure it undertakes a periodic review of their processing

activities.
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Annex A
(informative)

Example identifiers

BEESNGUERNGEEFER S > BB ENEE AN AR B - 15
S - W R B R RS (EARR ) ¢

A direct identifier can be any identifying number, characteristic or code that uniquely
identifies a data principal in a given operational context. Common direct identifiers
include, but are not limited to:

(a) #E# -

(b) B & 7758 4t — 4R 9% -

(c) MR -

(d) & IR -

(e) FEAH A UL -

(f) & v #¢Faruk -

(9) E|aE RS -

(h) EHESRE -

(i) sRATIRIE -

(J) a0 9% 15 ke e 9% > BLEE B R SRS -
(k) 1 & %2950 -

() fEfrF9E65 -

(m) 4 JEE 5%

(n) 2 & & 05 K Fe 9t -

(o) £V B a5 - BIEHESRBLAE -
(p) 7 B B B0 0 A B A A] H: o] bR 5 (45 5 -
(q) RS - &% F 9% 05 50T ol 58 9% 05 -

(r) 48 B4 s 15 & (1P) fir Jk 5% 6% -

(s) #8 H % — & K & fir 77 (URL) -

a) Name

b) Civil identification number

c) Passport number

d) Driver's license number

e) Address details

f) Email address

g) Phone number
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h) Fax number

i) Bank account

j)  Vehicle identifiers and serial numbers, including license plate numbers
k) Social security number

1) Health card number

m) Medical record number

n) Device identifier and serial number

0) Biometric identification codes, including fingerprints and voice prints, etc.
p) Full face picture images and any other comparable pairs of images

g) Account number, certificate number or license number

r) Internet protocol (IP) address number

s) Web universal resource locators (URLS)

MRS TN EF2S S BEEREIZE-SBHNENEEAZEMOBENE  HH
HttEMEGR > BN EREEA - B R ZHEESNFEEERRRE)

An indirect identifier can be any attribute that does not uniquely identify the data

principal alone in the operational context, but in combination with other information can

uniquely identify the data principal. Common indirect identifiers include, but are not

limited to:

(a) PEH -

(b) 2 H B e -

(c) EMHHBIMW + Akt~ Ffr ~ ks - S HEEE ) -
(d) e E (] - MEREIE - EYHRE - &) -

(e) i m = °

(f) B8 ~ diEH -

(9) EE -

() FEES -

ORCIER/S 33 F=gi it

() WkAE >~ LiEEEAr - B0 ke H fh B 22 & E -

(k) %54 AR L -

() HAEEE -

(M) ZHEFEWR -

(n) UL A -

(0) mHMEM -

(P) XIEMEE -

a) Gender

b) Date of birth or age

c) Date of event (e.g. admission, surgery, discharge, visit-related date)
d) Geographic range (e.g. zip code, building name, region)

e) Ethnic origin
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f)
9)
h)

)
k)

m)

n)

0)

p)

Nationality, place of origin

Language

Aboriginal identity

Visible minority status

Job title, work unit, department and other occupational information
Marital status

Education level

Years of schooling

Total revenue

Religious beliefs

Power consumption of a household
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Annex B

(informative)

Example threshold identifiability benchmarks

B.1 o] 3§ Bl i — IH

B.1 Identifiable uniques
HRNEMEEERE 2 BEE > HUSSEREETERE 2B BN T8 B
BEIE 0 2Bt EEE LHEBEREFZAERS Wit R 2EAEAKRE
BREERABAEEE 2 E - THGRREFER S EBRANITHNMEER
B RF - i 51 A W 2 1 BT R L Z ER IR B R B -
The subset of indirect identifiers that are used to model a specific threat, for
scenarios of any reasonable complexity, result in a measure of identifiability that is
non-zero. This is due to the nature of estimation, and thresholds should therefore be
considered a tolerance on uncertainty from a scientific perspective. The following
are examples of established thresholds in the estimation of uncertainty as applied to
identifiability measures in an operational context.
* Bl REEREAPMESTHT#HNE-THZARERESRSEER/ 141K
[20) - HEREHEREFAERESMETE-H LY - KZ @ KEERERSE
G A o — I R AR R AR A ME R E I ERER > REA T
MR BT  REE PR EfIEMER) - BB EERIEZE
—IH > AIEEZ ECAREE P AT iy 1 EbREAREIZR 1 -
Table B.1 summarizes well-established thresholds for identifiable uniques estimated
from only a sample (see References [14] and [20]). These particular thresholds
should not be interpreted as the proportion of uniques in the population. Rather,
these thresholds represent an acceptable degree of uncertainty in the estimation of
identifiability for uniques in the sample (they can be interpreted as the probability
of a correct match from the population given a unique match in the sample). If there

are true population uniques, risk goes to 1 as sampling fraction goes to 1.
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* Bl uE— IE U I PR AE (R A o {8 2 2 T B2)

1% 5 &5 (FE ) i B 1B

25 B WSS HER - SE-35{E 0.005
WEo gt ZEh - SF-#51E 0.001
WEUEMS  ES - V-3 1{E 0.0005

FEAR WBUEMEES > BEBEEF - FHg1E 0.1
WO gEMER » BEh - ¥-#91H 0.05
WROEMETES > FERES - S35 {8 0.005

Table B.1 — Benchmark thresholds for uniques (attack of entity in sample)

Scenario Context (matrix) Threshold

Public High possibility of attack, low impact Avg 0,005
High possibility of attack, medium impact Avg 0,001
High possibility of attack, high impact Avg 0,000 5

Non-public Low-med possibility of attack, low-medium impact Avg 0,1
Medium possibility of attack, medium impact Avg 0,05
Medium-high possibility of attack, medium-high Avg 0,005
impact

B.2 ® 3% A B @

B.2 Identifiable groups

U AT A A A A R R B o B [ 3 0 E S 2 B A (R] EoOl BE A Y R VD o
AR E R R BARE — ol SR B Z /N K/ - BE O sl E A B R TE R 10
20 HEHMEFAGCEEAN > UEFEEHNESANBEEBSE T - B8 EH N FE
TR - EHFHRABRCNENEE A AN > BREL TS A AIHF
HAE—F R E B A IE AR e B R/ 2 B8 RS B K BT a1 B9 A
FEEBIEEL > ZEEFEE R 0.1 (1/10)F 0.05(1/20) - HRIEAFHER » ZEE K
it A B & B4 2 S E GRS T 3o 1) » 0 A HE B 2 5 (DLK | I EE AR Y BUR )
ZaFfl o % B2 AN Z A AI M EIREERSZER[15] ~ [1715[18]) -

The following categories of identifiability are based on the size of groups with the
same set of identifying values in the dataset (an identifiable group). For public data,
the probability is based on the minimum size of any one identifiable group. Typically,
the identifiable group is in the range of 10-20 data principals that match on the
indirect identifiers in a disclosure scenario. If an adversary attempts to randomly
assign the names of known data principals to an identifiable group, the probability
of the adversary being correct for any one data principal is the inverse of the group
size, which gives the probability 0,1 (1/10) to 0,05 (1/20), following best practice

for maximum identifiability. For non-public data, the probability is an average across
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all identifiable groups (average identifiability) and includes an assessment of context
(and thereby threats). Table B.2 summarizes well-established identifiability
thresholds (see References [15], [17] and [18]).

7 B.2 W] B A A B PR (E (A BEAG SR R o (6 e 2 T 82)

% 5= Z = (EE) i R 1E

75 Bl WEAEMS > BER - i AfH 0.1
WEAENS  wET - i K {E 0.075
e NS BES - i K 1{H 0.05

BB WEAMEMEEES > ZEEREG - V¥ {E 0.1
WEaE G > BEF - ‘F-¥{E 0.075
BwEAEM T ES  TETES - V-4 1A 0.05

Table B.2 — Benchmark thresholds for identifiable groups (attack of entity in

population or sample)

Scenario Content (Matrix) Threshold

Public High possibility of attack, low impact Max 0,1
High possibility of attack, medium impact Max 0,075
High possibility of attack, high impact Max 0,05

Non-pubilic Low-med possibility of attack, low-medium impact Avg 0,1
Medium possibility of attack, medium impact Avg 0,075
Medium-high possibility of attack, medium-high Avg 0,05
impact

B mran il EESCEAMZ A AEEN  ELBIINRERT - Hit%
BROoE 1 ZHEEAN HEAREEMR REFEFME -6 HREE 20 2EH
EHEAZ A HFEEMRITE S R E 0.05 (1/20) - HE G ZE K
P mEEAF 0.1 JLEE 0.005 W E A B (S ESEER[13]) -

For identifiable groups, the uncertainty of attempts to verify the names that were
matched produces an additional error factor estimated to be in the range of 0,1, if
not lower depending on the operational context. For example, for an identifiable
group of 20 data principals, the probability the adversary can correctly match an
identity is 0,05 (1/20), but to verify requires the estimated verification factor of 0,1,

which results in a disclosure risk of 0,005 (see Reference [13]).
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